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1
Decision/action requested

Introduction of a solution on the key issue on securing the processing of tampered data
2
References

 [1]
3GPP 33.866
3
Rationale

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	Key Issues

	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.5
	1.X
	2.1
	2.2
	2.Y
	3.1
	3.2
	3.Z

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	
	X
	
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	
	
	X
	

	#4: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection
	
	
	X
	
	
	
	
	
	
	
	
	

	#5: Providing the security of data via Messaging Framework
	
	
	
	X
	
	
	
	
	
	
	
	

	#6: Integrity protection of data transferred between AF and NWDAF
	X
	
	
	
	
	
	
	
	
	
	
	

	#7: Detection of anomalous NF behaviour by NWDAF
	
	
	
	
	
	
	
	X
	
	
	
	

	#8: Privacy preservation of transmitted data
	
	
	
	
	
	
	
	
	
	X
	
	

	#X: Processing of tampered data
	
	X
	
	
	
	
	
	
	
	
	
	


********** NEXT CHANGE
6.Y
Solution#Y: Processing of tampered data 

6.Y.1
Introduction

This solution addresses key issue #1.2.
NOTE: The solution proposed will not be in normative scope of SA3 in the present release.
Consumer NFs request analytics from the analytics function. The analytics function then requests the requested data from the data providers. These can be any NF but can also be third party data resources).

While 3GPP provides sound security on network function level, the data used by AI/ML is not being subject to these security controls so far. The attack potential makes it necessary that a 5G analytics functions must be protected from processing unsanitized/tampered data received from different resources (data providers).
Thus, to protect 5GS analystic functions from attacks on data level (i.e. manipulated data to influence analytics result), a proctection mechanisms is required. This mechanism needs to be suited to procted different types of analytics functions and input data. 
6.Y.1
Solution details

To protect 5G analytics function from attacks on data level, an additional function (NF for Adversarial ML protection) is added to the analytics process which will provide protection on data level. The analytics function therefore sends, based on the request for analytics in step 1, the data request via the NF for Adversarial ML protection (step 2), which forwards it to the data provider (step 3).

The NF for Adv. ML protection is able to sanitize input data to filter potentially malicious modifications. For this, a set of sanitation algorithms are included in the function and an identifier is provided to indicate which sanitation policy to use. The sanitation policy includes the type of data that is expected and the type of sanitation that is required. The policies are pre-configured by the operator.

Before the analytics function re-collects and processes the information from the data provider, the NF for Adversarial ML protection pre-processes the analytics data receiced in a reply from the data provider in step 4, i.e. it provides sanitation to the collected data before forwarding it back to the analytics function in step 5. The analytics function then processes the sanitized data. After the analytics function has processed the data, it sends the result to the consumer that requested the analytics.

The sanitization policies for instance may include the following parameters:

•
A sanitation policy identifier (SP ID) to differentiate and reference each sanitation policy.

•
A request type (e.g. “Analytics ID” for NWDAF). The request type defines the structure of the data that is expected to be received by the consumer or the data which data provider sends to the consumer and also the usage of the data during analytics.

•
(Optional) A flag that indicates whether the sanitized data is used for learning or inference. The reason to differenciate between learning and interference is that some sanitation algorithms, e.g. adversarial learning, may not be suitable for inference. However, depending on the actual policies configured, this flag may not be relevant.

NOTE:
The actual sanitization policies and their implementation are operator's specific and out of scope of 3GPP

The detailed procedure is depicted in Figure 6.Y.1-1:

[image: image1]
Figure 6.Y.1-1 Data sanitization to prevent adversarial attacks on the analytics function

Pre-configuration: The sanitation polices are configured to the adversarial machine learning protection/sanitation NF. These policies are typically operator specific.
Step 1. Data consumer requests analytics service from any analytics function, e.g. NWDAF. 

Step 2. The analytics function determines which NF (or data provider) is responsible for providing the required data for the analytics and sends a data request to the NF responsible for data sanitization or Adversarial ML protection. 

Step 3. The Data Sanitzation NF forwards the data request to the data provider and subscribe to the respective data. 

Step 4. The data provider then sends the data to the Data Sanization NF. This data may contain perturbations aimed at attacking the analytics function. 

Step 5. The sanitization NF receives the data, identifies the sanitization policy, and then processes the data according the policy defined. The NF then sends this data to the analytics finction. 

Step 6. The analytics function sends the subscribed analytics to the NF Service Consumer using the sanitized data. 

6.Y.1
Evaluation

The proposed solution satisfies the stated security requirements of key issue #1.2. 
If a new NF is introduced, the new interfaces with it would extend the attack surface.
********** END OF CHANGES
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