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1
Decision/action requested

Acceptance of additions in Solution #14 of TR33.809 for improved operation and resistance against MitM attackers.
2
References

3
Rationale

This pCR:

1.  addresses a potential design issue in the current text of Solution 14, namely, that the UE reports the hash of SIB/MIB and the gNB verifies it. This is indeed feasible, but since the MIB includes the 6 MSBs of the SFN (a dynamic field), the gNB might have to try multiple values.

2. Addresses the “Editor's Note: It is FFS how the MitM attack is addressed.” by proposing three MitM mitigation strategies. These protections involve including fields exchanged in the PBCH in the hash computation of MIB/SIBs. 
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.14
Solution #14: Shared key based MIB/SIBs protection

6.14.1
Introduction

This solution addresses the security requirement of Key Issue #2: Security protection of system information. 

The basic idea is to have UE reports the hash of the MIB/SIBs it has read to access the network, to the gNB after it has established an AS security context. For the initial access, the AS security mode complete is the first message that is both ciphered and integrity protected by the UE, hence is used to carry the hash of the MIB/SIBs.

When gNB receives the hash value and it verifies the correctness of the hash. If the verification fails, the gNB indicates the mismatch and in addition provides the MIB/SIBs, to the UE.

6.14.2
Solution details
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Figure 6.14.2-1: System information protection

The procedure is as follows.

1. UE sends an initial NAS message to the network.

2. (optional) UE performs a primary authentication with the network.

3. (optional) AMF sends a NAS Security Mode Command to the UE optionally with indication of support for system information protection. If the UE receives the indication of support for system information protection, the UE stores it as part of the security context.

NOTE 1: If the indication of support for system information protection is indicated in the NAS SMC, system information protection is applied to the entire system (i.e., all gNBs in the PLMN).

4. (optional) UE sends a NAS Security Mode Complete to the AMF.

5. gNB sends an AS Security Mode Command to the UE optionally with indication of support for system information protection. 

NOTE 2: Support for system information protection is indicated in the AS SMC if it is not supported system wide.

6. UE sends a Security Mode Complete with the hash of the MIB/SIBs. The hash value is both ciphered and integrity protected. Also, the UE indicates the list of SIBs that were used to calculate the hash value. The PCI of the cell is additionally included when generating the hash values of MIB/SIB, but the SFN in MIB should not be included.  

7. gNB decrypts and integrity checks the AS Security Mode Complete. If the verification is successful, the gNB further verifies the hash of the MIB/SIBs. 

8. gNB sends RRC message to UE. The RRC message includes the MIB/SIBs (with the list of SIB #s) if the hash verification has failed in the previous step 7.

NOTE 3: UE may determine to change the cell if a MitM false base station is highly suspected based on the received MIB/SIBs from the gNB.

Editor's Note: It is FFS how the MitM attack is addressed.

The rest of the procedure is same as in TS 23.502 [13].
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6.14.3
Evaluation

This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.

This solution does not fulfil the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.


Editor's Note: How to protect the MIB/SIBs when AS security is not supported is FFS.

***
END OF 1st CHANGE
***
�Instead of including this figure here, we can refer to Appendix B if contribution S3-211584 is accepted. This can be discussed during the meeting.
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