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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to key issue #1.5.
2
References

3
Rationale

This contribution proposes a new solution to key issue #1.5. The proposed solution re-uses existing security mechanism. 
. 
4
Detailed proposal

******************* Start of Change 1(All texts are new) *******************
6.Y
Solution #Y: Solution for UE data collection protection at NF/NWDAF
6.Y.1
Introduction 

This solution solves the key issue #1.5, UE data collection at NF/NWDAF. 

There are 5 security requirements in key issue #1.5, namely,

· R1: UE and network shall mutually authenticate each other.

· R2: The communication between UE and network shall be confidentiality protected.

· R3: The data collected from UE shall be integrity protected.

· R4: Data transferred from UE to NFs and from NFs to the analytics function shall be protected against replay attacks.

· R5: Authorization of NFs and analytics functions to receive, send, or transfer UE related data shall be guaranteed.
This solution re-uses existing security mechnim to solve all these security requirements. 
6.Y.2
Solution details
Exsiting security mechnim to solve each of the above security requirement is explained below. 

· R1: UE and network shall mutually authenticate each other.
Existing priamry authentication in TS 33.501[8] is used to authenticate UE and network. 

· R2: The communication between UE and network shall be confidentiality protected.

Existing AS and NAS security mechanism in TS 33.501 [8] is used to provide the required confidentiality. 

· R3: The data collected from UE shall be integrity protected.

Existing AS and NAS security mechanism in TS 33.501 [8] is used to provide the required integrity.

·  R4: Data transferred from UE to NFs and from NFs to the analytics function shall be protected against replay attacks.

Exsiting AS and NAS security mechanism in TS 33.501 [8] is used to provide the required protection against replay attacks between the communication from UE and NFs in the network. 

For the communication between between two NFs in the network, replay attack prevention is provided by security in transport layer (e.g. via TLS) and application layer (via HTTPS).   

· R5: Authorization of NFs and analytics functions to receive, send, or transfer UE related data shall be guaranteed.
Current authorization for SBA is re-used to provide the authorization of NFs and NWDAF to request data. 

NOTE: 
The security of data transfer involving messaging framework and DCCF is studied in other key issues. 

6.Y.3
System impact 

 There is no system impact.
6.Y.4
Evaluation 

  The solution fulfils the requirement of key issue #1.5.
*************************** End of Change 1 **************************
