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1
Decision/action requested

SA3 is kindly asked to approve the proposed additional threat and requirement in key issue #10 of TR 33.839.
2
References

[1]
3GPP TR 33.839 v0.5.0
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

Key issue #10 is documented in the current version of TR 33.839 [1] to study the authorization requirement between the UE and the target Edge Data network during the EDN relocation to support seamless change. However, it shall not imply that, in order to support seamless change, authentication between the UE and the target EDN is not required, for which the security threats are already analysed in key issue #4.
The pCR proposes to add the threat analysis and requirement for authentication between the UE and the target EDN during EDN change in key issue #10.
4
Detailed proposal

*************** Start of the Change ****************

5.10.
Key issue #10: Authorization during Edge Data Network change

5.10.1
Key issue details 

TR 23.748 [3] clause 5.2 describes a key issue #2 "Edge relocation", which raises an issue on "How to handle change of the serving EAS (without UE mobility) to support seamless change, e.g. preventing or reducing packet loss". Currently, several solutions (such as solution #22-40) in TR 23.748 [3] were proposed to address this key issue. 

Here, Edge Data network connectivity will be modified during the edge relocation, which is different from changing the PDU session anchor only. When a new PDU session is created, secondary authentication will be triggered (distributed anchor with SSC mode 1/2/3 and multiple PDU sessions). This will not happen when additional PSA-UPFs are added to an existing PDU session. Authorization needs to be investigated in relation to session breakout and ULCL as well as IPv6MH.

Specifically, it needs to be studied how the authorization provided by the secondary authentication is addressed during Edge Data network change with requirements on service continuity as studied in Key issue #2 of TR 23.748 [3]. 
This key issue is to study the authentication and authorization requirement between the UE and the target Edge Data network during the Edge Data network change.

5.10.2
Security threats

If authentication between the UE and the target EDN is not performed for the sake of seamless change, the threats of key issue #4 apply in this key issue.
Without the authorization, an unauthorized UE may be able to consume the services provided by the target Edge Data network. 
5.10.3
Potential security requirements 

Authentication of the UE and the target Edge Data Network shall be supported during Edge Data network relocation with seamless change. 
Authorization of UE for EAS service access during Edge Data network relocation with seamless change shall be supported.

*************** End of the Change ****************
