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1
Decision/action requested

This tdoc provides a key issue on subscription identifier privacy.
2
References

[1]
3GPP SP-210262 “New SID on Non Seamless WLAN Offload in 5GC using 3GPP credentials”
3
Rationale

NSWO defined in the 4G system does not provide any subscription identifier privacy. The new SID [1] studies how NSWO can be performed when the WLAN access network is connected to 5G, where subscriber identifier privacy is required. The following objective is covered in the SID:

1) Maintain privacy of subscription identifier, even for NSWO authentication from WLAN.

It is proposed to add a corresponding key issue to the TR 33.xyz (tbd).
4
Detailed proposal

Start of Changes

X.y
Key issue #y: Subscription identifier privacy for NSWO authentication from WLAN
X.y.1
Key Issue Details

Currently the procedure in 3GPP TS 33.402 which are used for NSWO over trusted non-3GPP access in 23.402 foresees that the UE may send its IMSI in clear text, i.e. unencrypted, over that air interface and to the AAA server in the core network. Subscriber Identity privacy is one of the new security features in 5GS and it should be also available for UEs performing NSWO authentication with the 5G core network.

X.y.2
Security Threats

If subscriber identity privacy is not available, then tracking of the subscriber with “IMSI catchers” can lead to trackability and linkablity attacks.

X.y.3
Potential Security Requirements

Subscription identifier privacy shall be available for NSWO authentication.
End of Changes

