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1
Decision/action requested

It is proposed to approve this pCR to add a solution on user consent for UE data collection to UC3S study TR 33.867.
2
References

[1] 3GPP TR 33.867: “Study on User Consent for 3GPP services (Release 17)”
[2] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”
3
Rationale

This document proposes a solution on user consent for UE data collection, addressing key issue 6.2. In order to expose user related private information (for example UE location, UE identifier etc) to the consumer NFs, consent from the end user is needed. Also, it is advisible to have a solution which includes the procedure for obtaining the end user consent for data collection in order to protect the UE related private information while deriving the analytics.
4
Detailed proposal

*****Start of Change*****
7.Y
Solution #Y: User Consent for UE data collection
7.Y.1
Introduction

This solution addresses KI#6.2 on User Consent for UE data collection. 

This solution provides a mechanism for the data collection from the end user to derive the analytics. The UE obtains the consent from the end user and protects the user related private information before sharing to the other network entities. The end-user provided consent validity is time bound or valid throughout lifetime of the subscribtion, unless it is updated/revised. The proposed method also includes mechanism to obtain and store the end user consent to process certain UE related data. 

7.Y.2
Solution details
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Figure 7.Y.2-1: UDM triggers the user consent request to the UE

1. UDM determines that user consent for a particular subscription expired or a new user consent is required for a particular service and decides to request user consent for the particular subscription.

2-3. The UDM invokes Nausf_UCProtection service operation message to the AUSF to get MAC-IAUSF and CounterUC. UDM includes one or more UC data and SUPI in the message. The calculation of UC-MAC-IAUSF allows the UE to verify that the UC Data received is not tampered with by intermediate nodes. AUSF sends UC-MAC-IAUSF and CounterUC in the Nausf_UCProtection Response message to the UDM.

4. The UDM sends Nudm_SDM_Notification to AMF, which includes the UC Data, MAC-IAUSF and CounterUC.

5. Upon receiving the Nudm_SDM_Notification message, the AMF sends a DL NAS Transport message to the UE. The AMF includes in the DL NAS Transport message the User Consent request MAC-IAUSF and CounterUC received from the UDM.

6-7. UE verifies the MAC-IAUSF and if verification is successful, then UE request and obtains the consent from the end-user (for example, by displaying the UC data and/or by notifying the end-user to provide consent, so the end-user provides the consent, say, in application configuration or configuration in SIM card manager or NAS layer). Upon obtaining the user consent, the UE sends the UC Data (protected with the latest KAUSF), UC-MAC-IUE and CounterUC in the UL NAS Transport message.

8. The AMF sends a Nudm_SDM_Info message to the UDM. The AMF includes the UC-MAC-IUE in the Nudm_SDM_Info message along with the UC Data and the CounterUC. 

9-10. The UDM sends the received UC Data in step 8 and includes additionally the SUPI and CounterUC to the AUSF in Nausf_UCProtection message and AUSF sends the UC-XMAC-IUE to the UDM in the Nausf_UCProtection Response message.

11. The UDM compares the received UC-MAC-IUE with the expected UC-XMAC-IUE that the UDM received from the AUSF in step 10.  If the verification is successful, the UDM stores the UC Data in the subscription data or in the UC repository.
Once step 10 is completed, NWDAF initiates the UE related data collection procedure and based on the analysis it derives the analytics and send to consumer NF.  
7.Y.3
Evaluation

TBD

*****End of Change*****
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