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1
Decision/action requested

It is requested to endorse this contribution.
2
Detailed proposal

2.1

Introduction
This discussion paper intends to propose the potential solution alternatives for the KAF/KAKMA refresh mechanism, and proposes the way forward from the possible solutions. According to 3GPP TS 33.535 Clause 5.2, KAKMA is valid until the next successful primary authentication (implicit lifetime), whereas KAF uses explicit lifetimes based on the operator's policy. Upon KAF lifetime expiry, AF cannot provide application access to the UE and a new KAF for the AF cannot be generated until next primary authentication takes place. Since AKMA service has no control over to initiate the primary (re)authentication, it creates an out-of-service condition for the service/feature which uses the AKMA service. Whereas in 3GPP TS 33.535 Clause 6.4.3 states that KAF can be refreshed over Ua*, however this not only depends on whether Ua* protocol supports such functionality, an operator or application may deliberately not want to implement KAF refresh over Ua*, and rather depend on AKMA validation by the network every time.
Excerpt from 3GPP TS 33.535:

	5.2
AKMA key lifetimes

The KAKMA and A-KID are valid until the next successful primary authentication is performed (implicit lifetime), in which case the KAKMA and A-KID are replaced. 

AKMA Application Keys KAF shall use explicit lifetimes based on the operator's policy. The lifetime of KAF shall be sent by the AAnF as described in clauses 6.2 and 6.3. In case that a new AKMA Anchor Key KAKMA is established, the AKMA Application Key KAF can continue to be used until its lifetime expires. When the KAF lifetime expires, a new AKMA Application Key is established based on the current AKMA Anchor Key KAKMA.

6.4.1
KAKMA re-keying
KAKMA shall be re-keyed by running a successful primary authentication as described in clause 6.1.
6.4.2
KAF re-keying

The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 

When the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF as description in clause 6.4.3 based on its policy. If there has been a change of KAUSF (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF.

6.4.3
KAF refresh

Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol.


As per the above excerpts, the KAF may not be refreshed after its lifetime expiry, until a new primary authentication takes place. This means a user may not be able to use an application (requiring authentication using AKMA) after the KAF expires and until a new primary authentication procedure takes place (which may happen after a very long period of time). The KAF should be refreshed when needed by the applications that are depending on the KAF and there are potential approaches to solve this.

For illustration on the issue:

Below message flow details the issue of UE running into out of service, when AKMA is used for Edge service:
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Similarly, the UE will be out of MBS, ProSe service, if AKMA key is used for authentication and key management.

Observation 1: AAnF should not provide the same KAF more than once to the AF.  

Observation 2: With the current specified procedures, KAF may not be refreshed after its lifetime expiry, until a new primary authentication takes place. 
Observation 3: It is highly possible for the service(s), which uses AKMA, to run in to out-of-service, as AKMA does not have a procedure to refresh the key(s) KAUSF and/or KAKMA, if KAF expires.  

Observation 4: Most of the protocols used on Ua* interface does not support refresh of the shared secret (for example, TLS protocol does not support refresh of PSK, similarly IKEv2). 

2.2

Potential Approaches

Generation of new KAF requires a new KAKMA; generation of new KAKMA requires generation of new KAUSF; and generation of new KAUSF requires new primary authentication to take place.

So, essentially, KAF refresh requires new primary authentication to take place.

Two approaches were explored to trigger the same:

Option 1: Network Driven

In this approach following sequence of events take place:

a) UE registers to the network and performs the primary authentication. Post successful authentication, KAKMA& A-KID are stored in AAnF.  UE generates KAF, and establishes Ua* communication with AF by providing A-KID in the Application session establishment request. AF retrieves KAF from AAnF by providing AF-Identity (e.g. AF-FQDN) and A-KID. AAnF also provides KAF key lifetime.

b) When KAF lifetime is expired or about to expire, AF requests AAnF to send new KAF by sending Naanf_AKMA_ApplicationKey_Get request (with possibly a refresh indicator) Upon KAF lifetime expiry, AF rejects UE’s access to AF saying its old A-KID is no longer valid and requests it to connect using new A-KID.
c) AAnF, upon determining that KAF cannot be refreshed (as same key will get generated), requests AUSF to generate new KAKMA. This requires defining of new service/operation in AUSF.
d-e) AUSF requests UDM to provide UE’s current AMF by sending Nudm_UECM_Get request. Prior to sending the request to UDM, the AUSF checks whether the primary authentication for the UE to be initiated or request to be rejected, based on the operator policy. Operator policy includes the details of the wait period for the new request, after the last successful authentication. By doing so, DoS attack from malicious AF is mitigated. If the AUSF determines the request to initiate primary authentication for the UE is valid, based on local policy (for example, based on the time of the last successful authentication), then the AUSF shall request the AMF to initiate primary authentication for the UE by invoking Namf_UEAuthentication_Authenticate service operation. The AUSF may get the details of the current AMF serving the UE by invoking Nudm_UECM_Get service operation with the UDM.

f) AUSF then requests AMF to initiate primary authentication for the UE. This requires defining of a new service/operation in AMF. 
g)  AMF initiates primary authentication. Since UE has now generated fresh A-KID following successful primary authentication, it initiates new access request with the AF. 
This approach requires following changes:

a) CT4: Definition of new services in AUSF and AMF as defined above.

b) CT3: Support for “refresh indicator” in step #b.

c) SA3: Support for “refresh indicator” in step 4 of figure 6.1-1 and in step 4 of figure 6.2-1

Proposal 1: AUSF request AMF to initiate the primary (re)authentication procedure, based on the request from AAnF to refresh the key KAKMA  
Option 2: UE Driven

In this approach following sequence of events takes place:

· Upon KAF lifetime expiry, AF rejects UE’s access to AF, and communicates the same to the UE over Ua* Interface.

· UE shall release NAS signaling connection, and send the next uplink NAS message with ngKSI set to 111. This makes network to initiate Primary authentication.

· UE can re-initiate request to access AF over Ua* Interface. 

This approach requires following changes:

a) CT1: Ability to support changes required as defined above.

b) SA3: Ability to support changes required as defined above.

Proposal 2: UE request AMF to initiate the primary (re)authentication procedure, based on the reject reason from the AF  
2.3 Solution preference
Option 2 requires that UE allows 3rd Party applications to trigger Primary Authentication. Allowing a 3rd party application on UE triggering an event resulting in primary authentication is not advisable. Also, indicating the valid NAS security context as invalid (by sending ngKSI as 111) is not a good protocol design. On the other hand, Option 1 allows the network to validate the need of new primary authentication (and/or based on local policy) before actually triggering it. From that point of view, Samsung has preference to Option 1.

Samsung requests comments from the fellow delegates on the problem statement and the related solution alternatives. 

3
Proposal

Following are the observation when the key KAF expires:

Observation 1: AAnF should not provide the same KAF more than once to the AF.  

Observation 2: With the current specified procedures, KAF may not be refreshed after its lifetime expiry, until a new primary authentication takes place. 
Observation 3: It is highly possible for the service(s), which uses AKMA, to run in to out-of-service, as AKMA does not have a procedure to refresh the key(s) KAUSF and/or KAKMA, if KAF expires.  

Observation 4: Most of the protocols used on Ua* interface does not support refresh of the shared secret (for example, TLS protocol does not support refresh of PSK, similarly IKEv2). 

Following are the proposed potential solution alternatives to address the issue: 

Proposal 1: AUSF request AMF to initiate the primary (re)authentication procedure, based on the request from AAnF to refresh the key KAKMA  
Proposal 2: UE request AMF to initiate the primary (re)authentication procedure, based on the reject reason from the AF  
It is requested to endorse this contribution and agree with the above-mentioned proposal 1 (network driven) to refresh the KAF and KAKMA keys. 






1A. Generation of KAUSF
2D. Initial Provisioning Request (AKMA Key ID#1)
1. Network Access Authentication procedure
2E. Key Request
2C. Key Response
1A. Generation of KAUSF
2G. Key Res
2B. Derives KAKMA
UE
AUSF
AAnF
ECS
2F. Derives KECS
2A. UE Derives KAKMA, then KECS
2I. Initial Provisioning Response (CounterECS)
2H. Derives KECS-PSK
2K. Secure session establishment using TLS (PSK based authentication)
No primary authentication
3. TLS terminated (for example, due to inactivate for long time)
KECS(KAF) expires
4B. Initial Provisioning Reject (No valid PSK)
4A. Initial Provisioning Request(AKMA Key ID#1)
2J. Derives KECS-PSK
UE out of Edge Service, until a new primary authentication takes place
KAF lifetime



