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1
Decision/action requested

Approve this contribution to add a new solution to recently proposed Key Issue ‘Untrusted DCCF for secure data collection’ to eNA study TR 33.866.
2
References

[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2”

[2] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2;”
3
Rationale

The contribution proposes a new solution for recently proposed key issue ‘Untrusted DCCF for secure data collection’ of TR 33.866 [2] in case that DCCF is used for data coordination through Messaging Framework.
This solution proposes a procedure with message containers with symmetric keys for encryption and integrity to protect the collected data to the data consumers and data producer, given by NRF.
4
Detailed proposal

This is a solution for recently proposed key issue: ‘Untrusted DCCF for secure data collection’. In the case the key issue is approved, it is proposed to approve this solution.
***Start of 1stCHANGE***
6
Solutions

Editor's Note: This clause contains the proposed solutions addressing the identified key issues.
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	Key Issues

	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.5
	1.X
	2.1
	2.2
	2.Y
	3.1
	3.2
	3.3
	3.Z

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	
	X
	
	
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	
	
	X
	
	

	#4: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection
	
	
	X
	
	
	
	
	
	
	
	
	
	

	#5: Providing the security of data via Messaging Framework
	
	
	
	X
	
	
	
	
	
	
	
	
	

	#6: Integrity protection of data transferred between AF and NWDAF
	X
	
	
	
	
	
	
	
	
	
	
	
	

	#7: Detection of anomalous NF behaviour by NWDAF
	
	
	
	
	
	
	
	X
	
	
	
	
	

	#8: Privacy preservation of transmitted data
	
	
	
	
	
	
	
	
	
	X
	
	
	

	#Y: Solution for untrusted DCCF for secure data collection
	
	
	
	
	
	X
	
	
	
	
	
	
	


****End of 1st CHANGE****

****Start of 2nd CHANGE****

6.Y
Solution #Y: Solution on Authorization of Data Consumers for data access via DCCF
6.Y.1
Introduction

This solution addresses KI#1.X on Untrusted DCCF for secure data collection.

DCCF (Data Collection Coordination Function) is specified in TR 23.700-91 [1] for efficient data collection in 5GS. Figure 6.9.2.1-1 in [1] depicts the Data Management Framework for 5GC. When Data Collection subscription to the data producer and the Data Collection notification to the data consumer are supported via a Messaging Framework, Adaptors (3CA, 3PA), supporting 3GPP services, may allow data consumer and data producer to interact with the Messaging Framework.
The DCCF is a control-plane function that coordinates data collection and triggers data delivery to Data Consumers. The example procedure given in the Figure 6.9.3-1 in [1] shows how the data collection and distribution for event notifications (i.e., Subscribe/Notify) are performed. The procedure illustrates how the DCCF manages Data Sources, so data are produced only once and how the DCCF interacts with the messaging framework, so data are distributed to all subscribed Data Consumers. Data handled by the Messaging Framework is associated with an identifier. 
6.Y.2
Solution details

This solution proposes a procedure to protect the collected data against untrusted DCCF if the data is collected from the data producer using messaging framework. The NRF provides symmetric keys for encryption and integrity to protect the collected data. The NRF, then, sends the key pairs to the data consumer and data source using their public keys via the DCCF or directly. 
Our solution is exemplified using the steps of the solution shown in Figure 6.Y.2-1 based on the example procedure shown in Figure 6.9.3-1 in [1]. Our solution steps are marked as bold, as additional steps to this example procedure.
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Figure 6.Y.2-1. DCCF manages the security keys for data confidentiality and integrity
1a.
Data Consumer-1 (e.g.: NWDAF-1) sends a request for data to the DCCF. The message includes the Notification Target Address. The message may indicate whether the requested data should be sent to the Notification Target Address set to Data Consumer-1 and/or to other Consumers such as Data Repository. The Notification Correlation ID of the Consumer-1 is included in the request message and is used for notifications sent to Data Consumer-1 (e.g. in step 8).

2.
If the request is for UE data, the DCCF may query the UDM/NRF/BSF to determine the NF serving the UE.

2a. The DCCF requests access token for the determined Data Source from NRF on behalf of Data Consumer-1. Also, DCCF request access token from the NRF for itself to authorize itself towards to the Data Source.

2b. The NRF performs authorization of the DCCF and Data Consumer-1. If authorization results are successful, the NRF generates and stores the data encryption and the data integrity keys for this data collection since the keys do not already exist for the requested data. Then the NRF generates and sends the followings to the DCCF accordingly. 

· Authorization token for the DCCF (DCCF_Authorization_token),
· Authorization token for Data Consumer-1,
· A message container for the Data Consumer-1 (Consumer_Message_Container), which includes the data encryption key KE and a data integrity key KI in encrypted form using the public key of the Data Consumer-1 and the key identifiers. This message container is signed by the NRF using its private key. 
· A message container for the Data Source (Data_Source_Message_Container), which includes the data encryption key KE and a data integrity key KI in encrypted form using the public key(s) of the Data Source(s) and the key identifiers, in the case that the KE and the KI have not been previously distributed to the Data Source(s). This message container is signed by the NRF using its private key. 
NOTE: The NRF can also send the information about lifetime of the keys.

NOTE: The NRF stores which data consumers access which data. In case of key updates, the NRF generates and sends message containers to DCCF (or directly to the corresponding data consumers and data sources), which includes new encrypted key pairs using public keys of data consumers and data sources. Then the DCCF distributes the message containers to the related data consumers and data sources. 
2c. The DCCF sends the Consumer_Message_Container to the Data Consumer-1. 

NOTE: The NRF can send the Consumer_Message_Container to the Data Consumer-1 directly instead of sending via the DCCF. In this case, 2c will not be executed. Instead, the NRF sends the Consumer_Message_Container to the Data Consumer-1.

3.
The DCCF determines the Data Source (e.g. AMF-1) that can provide the data and checks that the requested data is not already being collected. 

4.
The DCCF controls the message bus and the adaptors so the notifications traverse the messaging framework. The subscription to the DA includes a Notification Correlation ID of the 3PA and the Notification Correlation ID for Data Consumer-1 as received in step 1. The DA may associate these with a messaging framework. The 3PA is provided with its Notification Correlation ID and the “Data Tag”. The 3CA will be provided with the consumer’s notification endpoint, the Notification_Correlation_ID of the Consumer and the “Data Tag”. The 3CA may then subscribe to the “Data Tag” in the messaging framework.

5.
The DCCF sends a subscription request to a NF producer acting as a data source. The subscription includes the notification endpoint and Notification Correlation ID of the 3PA that is acting as the receiver for these notifications. The request also includes the DCCF_Authorization_token and the Data_Source_Message_Container.
NOTE: The NRF can send the Data_Source_Message_Container to the Data Source directly instead of sending via the DCCF. In this case, the message container will not be included in the request and the following step will be executed: The NRF sends the Data_Source_Message_Container directly to the Data Source.

6.
The Data Source acknowledges the request with a Subscription ID. 

7.
A Notification containing the Notification Correlation ID of the 3PA is sent to the 3PA after an event trigger at the Data Source. The 3PA publishes the data in the message framework. It may use "Data Tag" the associated with the Notification Correlation ID of the 3PA received in step 4. The data is encrypted using KE.  A MIC (Message Integrity Code) should also be included in the message. The KE and KI is retrieved by decrypting Data_Source_Message_Container sent in step 2b. 
8.
When the data is published to the "Data Tag", the Messaging Framework makes it available to all subscribed 3CA. In this case the only subscriber is a 3CA serving consumer-1. This 3CA maps the "Data Tag" to the Notification Correlation ID of the Data Consumer received in Step 4 (which was originally provided by Data Consumer-1) and sends the notification to the notification endpoint of Data Consumer-1. When Data Consumer-1 receives the data, it will check the data integrity and decrypt the data using the key pairs sent by the NRF in the Consumer_Message_Container. 
9a.
Data Consumer-2 (e.g.: NWDAF-2) sends a request for the same Data. The message may indicate whether the requested data should be sent to Data Consumer-2, and/or to other Consumers such as Data Repository. The Notification Correlation ID of Consumer-2 is included for notifications sent to Data Consumer-2.
10.
The DCCF determines that the requested data is already being collected from a Data Source (e.g.: AMF-1) and retrieves 3PA ID and the Notification Correlation ID of the 3PA.

10a. The DCCF requests access token for the determined Data Source from NRF on behalf of Data Consumer-2. 

10b. The NRF performs authorization of Data Consumer-2. If authorization result is successful, the NRF fetches the keys for the requested data since the keys do already exist. Then the NRF generates and sends the following token and message container to the DCCF accordingly. 
· Authorization token for Data Consumer-2. 
· A message container for the Data Consumer-2 (Consumer_Message_Container), which includes the data encryption key KE and a data integrity key KI in encrypted form using the public key of the Data Consumer-2 and the key identifiers. This message container is signed by the NRF using its private key. 

NOTE: The NRF stores which data consumers access which data. In case of key updates, the NRF generates and message containers to DCCF, which includes new encrypted key pairs using public keys of data consumers and data sources. Then the DCCF distributes the message containers to the related data consumers and data sources.

10c. The DCCF sends the Consumer_Message_Container to the Data Consumer-2. The keys in the message container are the same as step 2c, since Data Consumer-2 requests the same data as Data Consumer-1.

11.
The DCCF sends a subscription request to the Messaging Framework indicating that there is a new subscriber of the data. The subscribe message to the DA provides the 3PA ID, the 3PA Notification Correlation ID currently in use, and the Notification Correlation ID for Data Consumer-2 as received in step 9. The DA selects the existing "Data Tag" corresponding to the 3PA information and sends the 3CA Consumer-2's notification endpoint, the Notification_Correlation_ID of Consumer-2 and the "Data Tag". The 3CA may then subscribe to the "Data Tag" in the messaging framework.

NOTE: The 3CA for Consumer-2 may be different or the same from 3CA for Consumer-1.

12.
After an event is triggered in the data source, a Notification is sent to the 3PA and 3PA publishes the data to the corresponding "Data Tag"on the Messaging Framework. The confidentiality and integrity protection are done as in step 7.
13-14. When the data is published to the "Data Tag" the Messaging Framework makes it available to the subscribed 3CAs. In this case the 3CAs serving consumer-1 and consumer-2 receive the data and send the notifications to the notification endpoints of Data Consumer-1 and Data Consumer-2 using the Notification Correlation ID of Consumer-1 and Consumer-2, respectively. When Data Consumer-1 and Data Consumer-2 receive the data, they will check the data integrity and decrypt the data as done is step 8. 

When the NRF provides the key KE   and key KI, it also maintains a timer for renewing the keys. When NRF decides to renew the keys, it will send to the DCCF message containers with the new keys to be distributed to the subscribed data consumers and to the data source.
Alternatively, the Data Consumer-1 can request the Token/Message Container for itself for data collection directly from the NRF instead of requesting via DCCF. The NRF authorizes the request and if authorization result is successful, then the NRF generates and stores the data encryption and the data integrity keys for this data collection if they do not already exist, or the NRF fetches the keys if they do already exist. Then the NRF generates the access token and a signed message container that includes the key pair encrypted with the public key of Data Consumer-1. The NRF sends the token and the message container directly to the Data Consumer-1. If the key pair has not been provided to the Data Producer before, then the NRF also generate a signed message container that includes the same key pair but now encrypted with the public key of Data Source. The NRF sends the message container directly to the Data Source. The Data Consumer-1 sends the token to the DCCF for the authorization purposes. 

6.3.3
Evaluation

TBD
****End of 2nd CHANGE****
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