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1
Decision/action requested

Approve this contribution to add a new Key Issue to eNA study TR 33.866.
2
References

[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2”

[2] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2;”
3
Rationale

The contribution proposes to add a new key issue to the TR 33.866 on Untrusted DCCF for secure data collection.
4
Detailed proposal

***Start of CHANGE***
5.1.X
Key Issue #1.X: Untrusted DCCF for secure data collection
5.1.X.1
Key issue details
A Data Collection Coordination Function (DCCF) is used to coordinate collection of data from one or more NF(s) based on data collection requests from one or more data consumer(s). 

The data transfer between data producers and data consumers relies on the DCCF. Thus, the DCCF plays a critical role for sensitive data transfer. Therefore, it is important to consider the possible security and privacy threats resulted from having an untrusted DCCF. 

Therefore, this key issue will study how to ensure that the data is securely transferred from the data producer to the data consumer in case of the existence of untrusted DCCF. 
5.1.X.2
Threats
In the case that data producer sends the data to the data consumer via the DCCF, the DCCF may access the sensitive data even though the DCCF is not authorized to do so, which may cause privacy leakage. Also, the untrusted DCCF may modify and/or replay the data, which results in producing wrong analytics.
In the case that the data producer sends the data to the data consumer not via the DCCF but via a messaging bus, such as Messaging Framework configured by the DCCF, since the DCCF coordinates the data flow, the DCCF may make the data be accessible by unauthorized data consumers, which may cause privacy leakage. Even the DCCF can behave like a legitimate data consumer to access the data from the messaging bus. 

If the DCCF is untrusted, then it can send a malicious data request to the data producer as if it comes from a real data consumer and this may lead to information leakage to unauthorized entities.
5.1.X.3

Potential security requirements


The transfer of the data between data source and data consumer via the DCCF or coordinated by the DCCF shall be confidentiality, integrity and replay protected end-to-end between data source and data consumer.
****End of CHANGE****

