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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution for key issue #1 in TR 33.873.
2
References

[1]
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Study on the security of the system enablers for devices having Multiple Universal 
Subscriber Identity Modules
[2]
3GPP TR 23.761 v1.3.0

Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)

3
Rationale

This pCR proposes a new solution addressing key issue #1 in TR 33.873 [1] for RRC_Idle UE. According to the conclusion in TR 23.761 [2], if a Multi-USIM device receives paging in RRC_Idle mode and decides not to accept the paging, the device supporting NAS BUSY indication needs to send a BUSY Indication via the SERVICE REQUEST message to the network unless it is unable to do so. For protecting the NAS BUSY indication, solution #1 in TR 33.873 [1] proposes to reuse NAS security mechanism to protect the NAS message which contains the BUSY Indication.

The issue in solution #1 is that confidentiality of NAS message is an configuration optional, so that the privacy of BUSY Indication cannot always be ensured. This solution can make the AMF aware of the BUSY status of the UE, while not requiring a specific BUSY Indication to be contained by the UE in NAS message, hence the privacy of BUSY Indication is ensured.
4
Detailed proposal

*************** Start of the Change ****************

6.X
Solution #X: Securing NAS message indicating busy status

6.X.1
Introduction

This solution addresses the key issue #1 Security Aspects of Busy Indication for RRC_Idle UE. According to the conclusion in TR 23.761 [2], if a Multi-USIM device receives paging in RRC_Idle mode and decides not to accept the paging, the device supporting NAS BUSY indication needs to send a BUSY Indication via the SERVICE REQUEST message to the network unless it is unable to do so. For protecting the NAS BUSY indication, solution #1 proposes to reuse NAS security mechanism to protect the NAS message which contains the BUSY Indication.

The issue in solution #1 is that confidentiality of NAS message is an configuration optional, so that the privacy of BUSY Indication cannot always be ensured. This solution can make the AMF aware of the BUSY status of the UE, while not requiring a specific BUSY Indication to be contained by the UE in NAS message, hence the privacy of BUSY Indication is ensured.

When receiving Multi-USIM capability from the UE during registration procedure, the AMF sends a BUSY indicator to the UE in NAS Security Mode Command message and store the BUSY indicator as part of UE’s NAS security context. When the UE in RRC_Idle mode receives paging and decides not to accept the paging, instead of including the BUSY Indicator in the Service Request, the UE uses the BUSY Indicator as an additional input parameter for computing the NAS MAC of the Service Request message.
6.X.2
Solution details

6.X.2.1
BUSY Indicator generation and provisioning
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Figure 6.X.2.1-1: BUSY Indicator Generation and Provisioning

1.
When a Multi-USIM UE is registered to the home network, both UE_USIM-1 and UE_USIM-2 perform primary authentication with the home network via different serving networks 1 and 2 respectively (as defined in TS 33.501 [3]). The capability of supporting multiple USIMs is exchanged between the UE_USIM-1 and the AMF-1, as well as between the UE_USIM-2 and the AMF-2 during the primary authentication. 

2.
As AMF-1 does not support Multi-USIM capability, NAS Security Mode Command (SMC) procedure is performed between AMF-1 and UE-1 as currently defined in TS 33.501 [3], after which the NAS security context is established between the AMF-1 and UE_USIM-1.

3.
As AMF-2 supports Multi-USIM capability, it generates a BUSY indicator for UE_USIM-2 and sends it to UE_USIM-2 in NAS SMC message. The BUSY indicator is stored as part of NAS security context at both UE_USIM-2 and AMF-2. NAS integrity protection is activated by AMF-2 before sending the NAS SMC message, hence the BUSY indicator is protected.
6.X.2.2
BUSY Indicator usage for indicating BUSY status
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Figure 6.X.2.1-2: BUSY Indicator indicating BUSY status

1.
UE_USIM-1 is in connected mode with AMF-1. UE_USIM-2 is in idle mode with AMF-2. 

2.
AMF-2 sends a paging request to UE-USIM-2 for a pending MT service. 

3.
UE_USIM-2 responds the paging with Service Request message, protects the integrity of Service Request message, and sends the protected Service Request message to AMF-2. 

4.
When receiving the Service Request message from UE-USIM-2 after sending the paging, AMF-2 retrieves the BUSY Indicator stored in UE NAS security context and computes XNAS-MAC of the Service Request message. 

a)
If the integrity verification using BUSY Indicator is successful, AMF-2 stops the subsequent steps of Service Request procedure and stops paging UE_USIM-2. 

b)
If the integrity verification using BUSY Indicator fails, AMF-2 uses the ordinary UE NAS security context (i.e. without BUSY Indicator) to verify the Service Request message again. If the second integrity verification is successful, the AMF-2 continues the normal Service Request procedure.

NOTE:
The AMF-2 shall use the BUSY Indicator only after the paging operation but not before. If the verification by using BUSY Indicator fails, it then uses the ordinary UE-2 NAS security context (i.e. without BUSY Indicator as an input parameter) to verify the received Service Request.
6.X.2.3
NAS-MAC and XNAS-MAC computation using BUSY Indicator

According to TS 33.501 [3] D.3.1.1, the input parameters to the integrity algorithm (NIA) include a 128-bit NAS integrity key named KEY (KNASint), a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION (0 for uplink and 1 for downlink), and the message itself i.e. MESSAGE. The message in this context is Service Request message sent by the Multi-USIM UE. BUSY Indicator is the additional input parameter for computing the MAC of Service Request indicating busy status. 
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Figure 6.X.2.1-3: NAS-MAC and XNAS-MAC computation using BUSY Indicator

Based on these input parameters, the Multi-USIM UE computes a 32-bit message authentication code (NAS-MAC) using the integrity algorithm NIA. The NAS-MAC is then appended to the Service Request message when sent. AMF computes the expected message authentication code (XNAS-MAC) on the Service Request message received, in the same way as the Multi-USIM UE computed its NAS-MAC on the message sent. Integrity is verified by comparing XNAS-MAC with the received NAS-MAC.
6.X.3
System impact

UE:

-
shall be able to understand the BUSY Indicator in the received NAS Security Mode Command message and stores it in its NAS security context.
-
shall be able to computes the MAC of the Service Request message using the BUSY Indicator as an additional input parameter.
AMF:

-
shall be able to generate a BUSY Indicator for MUSIM-capable UE, store it in UE’s NAS security context, and send it to the UE in the NAS Security Mode Command message.
-
shall be able to computes the XMAC of the Service Request message received after paging using the BUSY Indicator as an additional input parameter.

-
shall be able to stops paging the UE after successful integrity verification of the received Service Request message as the response to the paging.
6.X.4
Evaluation

The solution fulfills the security requirements of key issue #1 by eliminate the possibility of exposing the BUSY Indication by a specific UE in the transferred message. It provides the flexibility of indicating UE’s BUSY status to the network and also keeps the existing Service Request message unchanged.

*************** End of the Change ****************
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