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1
Decision/action requested

SA3 is kindly asked to approve the proposed editor’s notes and additional evaluation to solution #6 of TR 33.839.
2
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3
Rationale

In solution #6 of the current version of TR 33.839 [1], there is a statement that “The SMF will allocate the Edge Enabler Server information to the EEC”. However, according to TS 23.558 [2], the EES information (such as URI) is provisioned to the EEC by the ECS during service provisioning procedure over EDGE-4 interface. This pCR proposes to correct the statement accordingly.

In addition, this pCR also proposes additional editor’e notes to be resolved for solutiosn #6, as well as additional evaluation.

4
Detailed proposal

*************** Start of the Change ****************

6.6
Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
6.6.1
Introduction
The following solution addresses the security requirement for the key issue #1 on Authentication and Authorization between the EEC and the EES.

In clause 8.3.2.3 of TS 23.558[2], before the service provisioning procedure, the Edge Enabler Client should be authorized to communicate with the Edge Configuration Server. From the security perspective, three security requirements are specified for the access of UE to Edge Data Network.
-
It needs to ensure that only PLMN authorized UE can access to the Edge Data Network.

-
It needs to ensure that only edge computing service authorized UE can access to the Edge Data Network.

-
The URI or address information of Edge Configuration Server is the entry information for Edge Data Network when the ECS is deployed by the ECSP.
When the Edge Configuration server is deployed by the ECSP, the ECS information is preconfigured in the UE. This solution proposes a mechanism how the Edge Enabler Client is authenticated and authorized by the Edge Enabler Server when the Edge Configuration server is deployed by the ECSP. The secondary authentication for the authorization of the PLMN PDU session establishment will be reused as service authentication. The SMF should perform the role of the EAP Authenticator and communicates with the ECS (AAA).
Based on the secondary authentication procedure, the client is authenticated. The ECS will allocate the Edge Enabler Server information to the EEC. Then the client can use this URI information of the Edge Enabler Server to communicate with the Edge Date Network. It takes advantage of the secondary authentication between EEC and ECS to realize the authentication between the EEC and the EES. The authorization between the EEC and the EES is performed via the ECS.
6.6.2
Solution details 
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Figure 6.6.2-1 Authentication and Authorization between the EEC and the EES
For this solution implement, there is a prerequisite: both the UE and the ECS shall support the secondary authentication.

The procedure assumes that the Edge Data Network is deployed by the ECSP. Both the ECS and the EES stores the mapping between the EEC ID and GPSI for each EEC. The ECS will store the allowed EES list and the subscription expiration time. 
Editor’s Note: It is ffs whether the ECS and the EES can obtain a mapping between the EEC ID and GPSI for each EEC.

1. The UE registers in the operator network and perform the primary authentication procedure.

2. When the UE trigger the edge service it sends the PDU session establishment request to the AMF to setup the PDU session for the services provided by Edge Data Network.

3-4. The steps 3, 4 are the same as steps 5a-5b in clause 11.1.2 of TS 33.501[7]. The secondary authentication procedure is required to perform if the SMF check the UE has not been authenticated and authorized by the ECS. The ECS is the authentication server of the Edge Data Network. 
Editor’s Note: how to make SMF aware that it should communicate with ECS for secondary authentication is to be clarified.

6. This step is the same as steps 8-15 in clause 11.1.2 of TS 33.501[7].
7. After the successful completion of the authentication procedure, the ECS sends EAP Success message to the SMF including the GPSI.

8. The SMF sends a Namf_Communication_N1N2MessageTransfer to the AMF with the received information.

9. The AMF forwards NAS SM PDU Session Establishment Response message along with EAP Success and the GPSI to the UE/EEC.

10. The EEC sends Edge Enabler Client registration request to the EES.

11. The EES should verify the mapping between the EEC ID and GPSI. Then the EES  requests to validate the authorization of the EEC from the ECS with the EEC ID. The ECS will check whether the EEC has been authorized to access to the EES for edge computing service with GPSI corresponding to the EEC ID.

12. If the EEC is authorized, the ECS responses to the EES with the service authorization response message.

13. After successful service authorization verification, the EES sends Edge Enabler Client registration response to the EEC.

6.6.3
Solution evaluation

 This solution reuses the secondary authentication procedure to addresses the security requirement for the key issue #1. This solution provides the authentication between the EEC and the EES in case of the ECS is deployed by the ECSP. 
In this solution, the authentication of EEC by the EES is based on the authentication of UE with user ID (EAP ID), the EES needs to check the mapping relationship between the UE ID and the EEC ID additionally.
Editor’ Note: The mapping relationship between the UE ID used during the secondary authentication and the EEC ID is ffs.
Editor's Note: It is ffs how the EEC is authenticated with the relationship between EEC ID and UE ID.
The SMF shall be able to check whether the UE should be authenticated by the ECS or not.
The ECS shall be able to play the role of EDN-AAA server and support secondary authentication.
*************** End of the Change ****************
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