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1
Decision/action requested

Add the proposed Key Issue to TR 33.875 [1].
2
References

[1]
TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
[2]
TS 33.501 "Security architecture and procedures for 5G System"
3
Rationale

In Rel-16, token-based authorization was added to TS 33.501 [2]. However, some the description of the roaming case is still missing and some gaps have been identified
4
Detailed proposal

****** START OF CHANGES 
5.X
Key issue #X: Service access authorization in roaming scenarios 
5.X.1
Key issue details

Token-based authorization has been specified in 33.501 clause 13.4.1.2 by describing how to obtain an access token from another PLMN, i.e. if the NF Service Producers of a specific NF type, which service the NF Service Consumer wished to consume, is located in another network. 
TS 33.501, Figure 13.4.1.2-1 illustrates this, after vNRF and hNRF have mutually authenticated.
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Figure 13.4.1.2-1: NF Service Consumer obtaining access token before NF Service access (roaming)

This key issue is about how mutual authentication between vNRF and hNRF is achieved. SEPPs work as security proxy at the edge of each PLMN 5GC to ensure that only authenticated and trusted traffic is relayed to the roaming partner through the roaming partner's SEPP. 

Thus, when vNRF to hNRF communication takes place, this is via SEPPs and possibly also via SCPs when vNRF request an access token from hNRF for a service of a NF in the hNRF's PLMN. 

However, mutual authentication works only if vNRF and hNRF would directly communicate with each other. This key issue addresses the gap in specification, i.e. how to secure vNRF to hNRF communication and how to ensure that hNRF can trust the information it received from vNRF.

For a NF Service Consumer in a visited network requesting an access token for a service from its HPLMN, the vNRF  acts as NF Service Consumer to hNRF. 

Thus, the key issue is to analyse the security gaps in the roaming case for token-based authorization. 

5.X.2
Security threats

A NF Service Consumer or NRF in one PLMN could obtain access to services in another PLMN, if the information sent by vNRF is not genuine and cannot be verified at the hNRF.

5.X.3
Potential security requirements

The hNRF in the home PLMN should be able to authorize vNRF and/or NF Service Consumer requesting an access token from hNRF in the home PLMN.

The hNRF and/or a NF Service Producer in the home PLMN should be able to verify the authenticity of the information provided by the NF Service Consumer and/or vNRF, which is located in another PLMN. 
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