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**** START OF CHANGES ****
6.X
Solution #X: URI verification and notification acceptance

6.X.1
Introduction

This solution addresses KI#3.

If NF (NF_B) Service Producer receives a Subscribe request from a consumer NF_A to send a notification/data to another NF (NF_C), then NF_B needs first to validate the URI of NF_C and check if NF_C is really willing to accept traffic from NF_B. It is proposed to define a new NRF service that allows the consumer of notifications to register for this service, the NRF to do URI verification and the producer to check on notification acceptance.
6.X.2
Solution details

6.X.2.1 
NF Service for receiving data authorizations

Step 1,2 (Figure 6.X.2.1-1): NF_C registers in the NRF with the new service "Receiving Data Authorization" service. This service provides an API to validate if NF is willing to receive the data/notifications from the authorized NF. The NF_C also provides all the URI(s) (IP/fqdn) which belongs to that NF as a part of the registration process.
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Figure 6.X.2.1-1: Flow of authorization mechanism in the delegated subscription scenario

6.X.2.2 
Verification of NF Service Consumer receiving the notification

NF_A request authorization from NRF for the subscribe/notify service by sending an Access Token request to NRF, having consumer NF_A and consumer NF_C, and producer NF_B as part of the request. 

In Step 3, 3.1 (Figure 6.X.2.1-1) NRF authorizes NF_A (and NF_C) to get notifications from NF_B by providing an access token to NF_A, that allows NF_B to provide for notification services. Implicitly, NF_B is authorized to send data to NF_A and NF_C. 
In step 4, NF_A sends the subscribe request to NF_B having additional NF (NF_C) details where notifications are to be sent by NF_B. It will include NF_C Id and NF_C URI (IP or FQDN). NF_A also includes the token received from the NRF with details on consumer NF_A and NF_C, and producer NF_B.

Step 5,6: NF_B performs discovery of the NF_C at NRF with service name = Receiving Data Auth to contact the NF_C
Step 7: NF_B validates the token and authorizes NF_C to receive the data. However, if NF_B is not sure if URI really belongs to NF_C, NF_B sends its own Access Token request to NRF requesting NRF to verify that the URI provided by NF_A and the URI stored under NF_C profile in NRF match. 

In Step 8,9, based on operator policy and NF_C registration details, NRF is verifying the URI is relly belonging to the NF Service Consumer details present in the access token request before authorizing the Access token request, by which NF_C will then be able to receive notifications. If authorized, NRF provides the access token for consumption back to NF_B (step 9).

6.X.2.3 
Notification acceptance check by NF Service Producer

Step 10 (in Figure 6.X.2.1-1):  Before the producer is sending any notification according to the request/subscribe coming from A, it performs a check with the receiver of the notification, NF_C, based on the new service offered. NF_B is reconfirming that NF_C is really the recipient of notifications that NF_A has subscribed for NF_C. 

Step 11,12: Only if NF_C has validated the Token/URI by providing a response OK, NF_B is sending Notification to NF_C.
6.X.3
Evaluation

Editor's Note: Provide an analysis of the risks of threats mitigated by this solution. Provide a statement on complexity/impact/backward compatibility if one would follow this solution.
**** END OF CHANGES ****
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