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1	Decision/action requested
Requirements are proposed for AKMA key handling in the UE.
2	References
[1]	3GPP TR 33.835: "Study on authentication and key management for applications based on 3GPP credential in 5G"
[2]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS);Stage 3;"
[3]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)"
[4]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"
[5]	3GPP TR 33.905: "Recommendations for Trusted Open Platforms"

3	Rationale
Handling of AKMA keys in the UE side was studied in AKMA TR 33.835 [1], but no aspects made it to the normative work.
The conclusions in TR 33.835 [1] state:
[bookmark: _Toc26369790][bookmark: _Toc45100989]6.5	Evaluation and conclusion on API of AKMA in the UE
It is concluded that no normative work will be done regarding the API between AKMA bootstrapping client and AKMA app, but the potential changes to the UICC-ME interface achieving AKMA procedures need to be clarified in the normative work.

The following is stated in TS 24.501 [2] (bolding added): 
[bookmark: _Toc68202678]4.21	Authentication and Key Management for Applications (AKMA)
The UE may support AKMA.
The purpose of AKMA is to provide authentication and key management to applications based on 3GPP credentials used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an AKMA application function.
Upon receiving a request from the upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE supporting AKMA shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
The UE supporting AKMA shall notify the upper layers whenever there is a change of the KAUSF upon reception of an EAP-success message in subclauses 5.4.1.2.2.8, 5.4.1.2.3.1 and 5.4.1.2.3A.1.
Editor's note: It is FFS when exactly change of the KAUSF occurs in the 5G AKA based primary authentication and key agreement procedure.
During an ongoing primary authentication and key agreement procedure (see subclause 5.4.1), if the UE receives a request from upper layers to obtain KAKMA and A-KID, the UE shall derive the KAKMA and A-TID after the completion of the ongoing primary authentication and key agreement procedure, shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A].
NOTE 2:	The knowledge of whether a certain application needs to use AKMA or not is application specific and is out of the scope of 3GPP.
NOTE 3:	The exact method of securing the data exchange at the upper layers using KAF is application specific and is out of the scope of 3GPP.
NOTE 4:	The upper layers request the UE NAS layer to provide KAKMA and A-KID before the upper layers initiate communication with an AKMA application function.
NOTE 5:	Upon receiving a request from the upper layers to obtain KAKMA and A-KID, if there is no KAUSF available, the UE NAS layer cannot derive the KAKMA and A-KID and provides an indication to the upper layers that KAKMA and A-KID cannot be generated.

The bolded text in TS 24.501 [2] allows the KAKMA key to be given to the "upper layers" in the UE. It is not further defined which entity in the upper layers will derive the KAF key(s) from the KAKMA key. Without any further requirements this seems to allow applications (AKMA Apps in the figure below) in the UE’s  “upper layers” to get the KAKMA key and thereby allow one application in the UE to derive a KAF which is related to another application. See the figure below.


Figure 3-1: AKMA key handling in the UE
In our understanding this is not the intended behaviour for AKMA and would make AKMA practically insecure and therefore even useless.
This is analogous to the situation and the need for authorization on the network side: 
1)	No AF can access KAKMA
2)	One AF (identified with FQDN_a) should not get the KAF related to another AF (identified with FQDN_b). The anchor function (AAnF) needs to check that an AF is entitled to use an FQDN and get the corresponding KAF. TS 33.535 [3] states the following in clause 6.2, step 2:
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF_ID. 
We believe similar requirements are needed for AKMA on the UE side. Since the internals of the “upper layers” in the UE will most likely not be specified, we propose to place requirements in the AKMA specification along the lines as follows. 
[bookmark: _Hlk71184401]1)	Applications on the UE shall not get KAKMA, 
2)	An application on the UE shall only get the KAF related to a specific AF_ID (i.e., FQDN and Ua* protocol identifier) that the application is authorized to get,
3)	Applications on the UE shall not be able to eavesdrop the KAF related to other applications.

For further information please also see how similar aspects for the UE were handled for GBA in TR 33.905 [5] 
4	Detailed proposal
It is proposed to approve the accompanied CR in S3-211913.
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