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* * * First Change * * * *
[bookmark: _Toc67391145][bookmark: _Toc22548247][bookmark: _Toc22547694]4.2.2.8	No misplacement of encrypted IEs in JSON object by IPX 
Requirement Name:	No misplacement of encrypted IE in JSON object by IPX
Requirement Reference: TS 33.501 [3], clause 13.2.3.4 and clause 13.2.4.1
Requirement Description:
"The following basic validation rules shall always be applied irrespective of the policy exchanged between two roaming partners:
-	IEs requiring encryption shall not be inserted at a different location in the JSON object." 
as specified in TS 33.501 [3], clause 13.2.3.4.
"A SEPP shall verify that an intermediate IPX has not moved or copied an encrypted IE to a location that would be reflected from the producer NF in an IE without encryption" as specified in TS 33.501 [3], clause 13.2.4.1.
Threat References: TR 33.926 [4], clause G.2.4.2 Exposure of confidential IEs in N32-f message
Test case: 
Test Name: TC_NO_ENCRYPTED_IE_MISPLACEMENT
Purpose:
Verify that the SEPP under test is able to verify that an intermediate IPX has not misplaced (moved or copied) an encrypted IE to a different location in a JSON object that would be reflected from the producer NF for an IE without encryption.
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.
-	A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 
-	Both SEPPs are to be configured with a raw public key/certificate of their communication peer to be able to establish a N32-c connection. 
-	Test environment with one node simulating an IPX-provider. This functionality includes parsing N32-f messages, creation of JSON-patches for message modifications and JWS operations, among others. It is configured with a modification policy.
-	An arbitrary Data-type encryption policy which includes at least one information element requiring encryption on N32-f. 
-	The SEPP under test is to be configured with the Data-type encryption policy and the same modification policy as the one configured on the simulated IPX-system.
Execution Steps: 
1.	Both SEPPs are configured for N32-f communication via the simulated IPX-system.
2.	Both SEPPs establish a mutual N32-c connection. 
3.	The tester sends a N32-f message from the secondary SEPP via the IPX-system towards the SEPP under test. This message needs to contain at least one information element that requires encryption according to the locally configured Data-type encryption policy.
4.	The IPX-system modifies the N32-f message according to its configured modification policy. The tester then inserts the encrypted information elementencBlockIDx into a cleartext IE in the modified N32-f message before sending to the SEPP under test.
5.	The IPX-system sends the modified N32-f message to the SEPP under test.
6.	Based on the internal log files, the tester validates how the received N32-f message is handled by the SEPP under test.
Expected Results:
-	The N32-f message is discarded by the SEPP under test. The error defined in the clause 6.1.5.3.7 of TS 29.573[6] is sent by the SEPP via N32-c interface.
Editor's Note: the result needs to be aligned with the relevant error handling description to be added in TS 33.501.
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.
* * * End of Changes * * * *





