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*****************Start of the changes************************
4.2.2.x	Security in PDU session establishment procedure
[bookmark: _Toc58340562][bookmark: _Toc26877466][bookmark: _Toc22544826][bookmark: _Toc22544395]4.2.2.x.1	Validation of S-NSSAIs in PDU session establishment request
Requirement Name: validation of S-NSSAIs in PDU session establishment request
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Requirement Reference: TS 24.501 [5], clause 5.4.5.2.5
Requirement Description:" 
13)	if the Request type IE is set to "initial request" and the S-NSSAI IE contains an S-NSSAI that is not allowed by the network, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e) or case f);" as specified in TS 24.501 [5], clause 5.4.5.2.5.
Threat References: TR 33.926 [6], clause K.2.x, Incorrect Validation of S-NSSAIs 
Test Case: 
Test Name: TC_VALIDTAION_SNSSAI_IN_PDU_REQUEST
Purpose:
Verify that S-NSSAIs which are not within Allowed NSSAI list are not accepted by the AMF under test in PDU session establishment procedure.
Pre-Conditions:
Test environment with UE, UDM, SMF and NSSAAF, which may be simulated. 
The tester configures UDM with an S-NSSAI that require Network Slice-Specific Authentication and Authorizationin in UE’s subscription information.
Execution Steps
A.	Test Case 1
1) The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2) After receiving the NSSAA request from the AMF, the NSSAAF sends EAP success to AMF.
3) The UE sends PDU session establishment request to the AMF with the S-NSSAI.
B.	Test Case 2
1) The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2) After receiving the NSSAA request from the AMF, the NSSAAF sends EAP failure to AMF. 
3) The UE sends PDU session establishment request to the AMF with the S-NSSAI.
Expected Results:
For test case 1, the AMF continues the PDU session establishment procedure by sending a Nsmf_PDUSession_CreateSMContext Request to the SMF.
For test case 2, the AMF aborts the PDU session establishment procedure by sending back the 5GSM message to the UE.
Expected format of evidence
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*****************End of the changes************************

