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1	Decision/action requested
The pCR proposes a solution to mitigate the SUPI guessing attack and SUCI replay attack by adding new MAC tag, and is kindly asked to be approved by SA3.
2	Reference
[1]		 	3GPP TR 33.846 V0.11.0, Study on authentication enhancements in 5G System

3	Rationale
As shown in key issue #3.2  in TR 33.846, the current ECIES scheme is vulnerble to the SUPI guessing attack .  As a result, the attacker is able to determine whether a SUPI belongs to a given network. Further, as shown in key issue#2.2 in TR 33.846, the current ECIES scheme lacks the mechanism to defend against SUCI replay attack which could lead to linkability attack and DoS attack. As a result, the attacker could determine whether a victim UE is in the vicinity due to linkability attack, and affect the performance on UDM due to DoS attack.
This pCR proposes a solution to mitigate the SUPI guessing attack and SUCI repaly attack by adding a new MAC tag in SUCI. Its basic idea is to use the the shared key between the USIM and UDM to generate an integrity verification value for the CounterUE which is maintained in the USIM and UDM.  Even if the SUPI guess is correct, the network will detect the error when checking the integrity verification value, and a registration reject message is returned. This is because the attacker does not know the shared key between the USIM and UDM.  
   
The usage of Counter is a countermeasure to defend agasint replay attacks. This is not a new idea, which has been applied in SoR and UPUP specified in TS 33.501, where  CounterUPU and CounterSOR  are transimitted in clear text.

In order to realize the reliable transmission of SUCI from UE to AMF, TS 24.501 defines the SUCI retransmission mechanism for UE. Within the Timer T3519 (60s) , the same SUCI will be delivered to the UDM if the UE does not receive the response from the network when the timer T3510 (15s) is expired. 

In order to identifiy a real SUCI replay attack and not break the SUCI retransimission mechanism,  for each UE, UDM applies the message queue of the storage data unit (DU), together with the database storing SUCI and CounterUE , to determine whether the received SUCI is a replay attack. The structure of Data Unit (DU: Data Unit) is DU={SUCI, SUPI, Timestamp}. During the timer TUDM, whose value is set to be equivalent to T3519, the DU will be used as a comparison tag to identify whether the received SUCI is a SUCI retransmitted by a legitimate user. That is, the SUCI received subsequently will be compared with the SUCI in the DU. If the same, the received SUCI will not be discarded and will be processed further. If they are different, the SUCI and CounterUE  is applied to judge whether the SUCI is a replay attack.
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The solution addresses the key issue #3.2 and key issue #2.2
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The basic idea of the solution is to use the shared key K between the USIM and UDM to generate an integrity verification value NTag for the CounterUE which is maintained in the USIM and UDM. Since the attacker does not know the shared key between the USIM and UDM, even if the SUPI guess is correct, the network will detect the error to NTag, and return a registration reject message, so that the SUPI guess attack problem is solved. 
In order to identifiy a real SUCI replay attack and not break the SUCI retransimission mechanism, for each UE, UDM applies the message queue of the storage data unit (DU), together with the database storing SUCI and CounterUE , to determine whether the received SUCI is a replay attack. The structure of Data Unit (DU: Data Unit) is DU={SUCI, SUPI, Timestamp}. During the timer TUDM, whose value is equivalent to T3519, the DU will be used as a comparison tag to identify whether the received SUCI is a SUCI retransmitted by a legitimate user. That is, the SUCI received subsequently will be compared with the SUCI in the DU. If the same, the received SUCI will not be discarded and will be processed further. If they are different, the SUCI and CounterUE is applied to judge whether the SUCI is a replay attack.
 The detailed steps are as follows.
1. The USIM adds one to the value of CounterUE , and performs an integrity operation over CounterUE with the shared key K between the USIM and UDM to generate an integrity verification value NTag, the computation of NTag is as follows:
NTag=f2 (K, CounterUE)
Here f2 is the function defined in TS 35.206. The other f functions defined in TS 35.206 may be applied.
2. If the encryption of SUPI is performed on the USIM, the USIM transmits SUCI+ CounterUE +NTag to the ME, then ME and transmits it to the network. If the encryption of SUPI is performed on the ME, the USIM passes the CounterUE +NTag to the ME. After the ME completes the encryption of SUCI, it transmits SUCI+ CounterUE +NTag to the network.
3. UDM sets timestamp to the time when SUCI+ CounterUE +NTag is received, and searches for SUCI in the message queue of the stored DUs. If SUCI is found and the timestamp in the corresponding DU is within TUDM, UDM gets SUPI in the corresponding DU. UDM obtains the long-term key K of the UE according to SUPI. The UDM applies the key K to compute over CounterUE, and gets NTag’. NTag is verified by comparing it with NTag’.  If the verification is successful, an authentication vector is generated, otherwise, a reject message is returned.  
4. UDM removes the DUs whose time is before 60s in the message queue according to the timestamp.

5. If UDM does not find SUCI in the message queue, it deconceals SUCI to obtain SUPI, and retrieves the long-term key K of the UE according to SUPI. For this UE,  UDM compares the received CounterUE with stored one, if  the former is greater than latter, then UDM can ascertain the received SUCI is not a replay attack and update the stored CounterUE corresponding to this user with received one.  UDM applies the key K to compute over CounterUE, and gets NTag’. NTag is verified by comparing it with NTag’.  If the verification is successful, UDM generates an authentication vector. Moreover, UDM constructs the data unit DU={SUCI, SUPI, Timestamp} and moves it into the message queue.  If the verificiation of NTag is not successful,  UDM generates a reject message and returns to the UE.
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