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	Reason for change:
	SA3 has specified in TS 33.501[3], clause 6.9.4.3, the NAS key refresh as follows:
[bookmark: _Toc19634735][bookmark: _Toc26875795][bookmark: _Toc35528546][bookmark: _Toc35533307][bookmark: _Toc45028650][bookmark: _Toc45274315][bookmark: _Toc45274902][bookmark: _Toc51168159]6.9.4.3	NAS key refresh
If the AMF determines that NAS key refresh is required due to e.g. uplink or downlink NAS counter in the current security context is about to wrap around or based on a local operator policy to refresh the NAS keys after a certain time, the AMF may trigger a primary authentication run or may derive a new KAMF key using horizontal KAMF derivation upon the reception of an initial NAS message, e.g. a Registration Request or a Service Request using the uplink NAS COUNT value in the initial NAS message as described in clause 6.9.3 for mobility update registration. The AMF resets the corresponding uplink and downlink NAS counters and derive new NAS keys from the new KAMF key and the algorithms in use. The AMF activates the new KAMF key by running a NAS SMC with UE according to clause 6.7.2. When the new KAMF key is horizontally derived, the UE shall use the uplink NAS COUNT value that was sent in the initial NAS message to derive the same KAMF key as the AMF, reset the corresponding uplink and downlink NAS counters and then derive new NAS keys from the KAMF and the algorithms in use. 
Clause 6.9.4.3 refers to clause 6.9.3 which does not describe the case when a Service Request message is used.  Clause 6.9.3 refers to Annex A.13.
Annex A.13 in TS 33.501, describes that the COUNT shall be the uplink NAS COUNT of the 3GPP access used in the Registration Request when performing the horizontal Kamf derivation. But for the case when UE has initiated a Service Request, then A.13 does not describe that the COUNT shall be the uplink COUNT of the 3GPP access corresponding to the Service Request message.

	
	

	Summary of change:
	Clause A.13 needs to be updated to describe that when when UE has initiated a Service Request, then the COUNT shall be the uplink COUNT of the 3GPP access corresponding to the Service Request message as input to horizontal Kamf derivation for the case when NAS COUNT’s are about to wrap around.

	
	

	Consequences if not approved:
	Horizontal Kamf derivation in Service Request procedure may fail between UE and AMF.
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**** START OF CHANGES ****
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Derivation of KAMF'  from KAMF during mobility shall use the following input parameters.
-	FC = 0x72
-	P0 =  DIRECTION
-	L0 = length of DIRECTION (i.e. 0x00 0x01)
-	P1 = COUNT,
-	L1 = length of COUNT (i.e. 0x00 0x04)
The input key KEY shall be KAMF.
When KAMF' is derived in handover, DIRECTION shall be 0x01 and COUNT shall be the downlink NAS COUNT of the 3GPP access. 
When KAMF' is derived in idle mode mobility (i.e., mobility registration update), DIRECTION shall be 0x00 and COUNT shall be the uplink NAS COUNT of the 3GPP access used in the Registration Request.
When KAMF' is derived in Service Request procedure, DIRECTION shall be 0x00 and COUNT shall be the uplink NAS COUNT of the 3GPP access used in the Service Request.
**** END OF CHANGES ****

