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1
Decision/action requested

Appove the pCR below with conclusions for KI#2 (Provisioning of Credentials).
2
References
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[2]
3GPP TR 23.700-07 "Study on enhanced support of Non-Public Networks (NPN)"

3
Rationale

The conclusion in TR 23.700-07 [2] clause 8.4.2 on remote provisioning for PNI-NPN credentials depend on SA3 input:
"Remote provisioning for PNI-NPN credentials (Component 2 of KI#4)

-
At least network initiated remote provisioning of credentials to allow access to PNI-NPN services should be supported in Rel-17;

-
Both procedures using Control Plane and using User Plane protocols after establishing PDU session shall be enabled for remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication;

The UE may support the Control Plane remote provisioning or the User Plane remote provisioning.
Editor's note:
SA WG3 feedback for the suitability of the procedure will need to be taken into account.
Editor's note:
whether an extra security layer for protection of credentials between PS and UE is needed should be decided by SA WG3."
If the PNI-NPN credentials to be provisioned are of type symmetric key or password, they can be provisioned by a one-step procedure. No request-response interaction is necessary as for certificate enrolment. Even for certificates, a one-step procedure could in principle be used.
Hence, for PNI-NPN credentials, the existing solution Secured packet on top of UPU (UE parameter update) can be used for secure control plane provisioning. It provides authorization and confidentiality, integrity, and replay protection.
4
Detailed proposal

***
BEGINNING OF CHANGES ***
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***
NEXT CHANGE ***
7.X
Conclusions on KI#2: Provisioning of Credentials

For secure control plane provisioning of PNI-NPN credentials, secured packet as specified in TS 31.115 [x] on top of UPU (UE Parameter Update via UDM Control Plane Procedure, as specified in TS 23.502 [y]) can be used.
***
END OF CHANGES ***

