3GPP TSG-SA3 Meeting #103-e 
S3-211745
e-meeting, 17 - 28 May 2021












Source:
Ericsson
Title:
Discussion on Security consideration to support L2TP with CUPS
Document for:
Discussion

Agenda Item:
3
1
Decision/action requested

Give background to the proposed reply-LS S3-211746.
2
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3
Rationale

3.1 
Introduction
In the LS [1], CT4 states the following:

"A security mechanism may be required to send following information from the CP function to the UP function e.g. when the CP function and UP function are in different security domains:

•
a Tunnel-Password for mutual authentication of LAC and LNS when establishing a L2TP tunnel;

•
the username and the password for PAP or the Challenge and the Challenge Response for CHAP to authenticate a UE when establishing a L2TP session for a PDU session or a PDN connection.

Potential alternative mechanisms could be:

•
Relying on the Network domain security, e.g. using IPSec, as specified in 3GPP TS 33.210. If so, there is no need to develop any further security mechanism to protect the aforementioned information;

•
Using DTLS over N4/Sxb when supporting L2TP, as described in IETF RFC 6347;

•
Using partial encryption of the sensitive data like RADIUS for transferring "Tunnel Password", as described in IETF RFC 2868, section 3.5, where CP function and UP function is configured with a shared secret."
3.2 
Discussion
In the following, the different security mechanisms proposed by CT4 are discussed:
Relying on the Network domain security, e.g. using IPSec, as specified in 3GPP TS 33.210.
This is the existing security mechanism for the N4 interface as specified in TS 33.501 [2], clause 9.9, and for the Sxb interface as specified in TS 33.401 [3], clause 11. It provides confidentiality, integrity and replay protection between the CP function and the UP function
Using DTLS over N4/Sxb when supporting L2TP
The support of DTLS is mandated for the N2, F1-C, E1, Xn-C interfaces, but not for the N4 or Sxb interfaces. For N2, F1-C, E1 and Xn-C, the introduction of DTLS support was the result of an intensive discussion, taking both security and deployment aspects into account. Hence it seems that the protection of usernames and passwords to support L2TP with CUPS alone does not motivation the introduction of DTLS. More thorough analysis of the impact and mitigated threats would be required.
Using partial encryption of the sensitive data like RADIUS for transferring "Tunnel Password"

The partial encryption of sensitive data like RADIUS is a legacy security mechanism. The support of legacy security mechanisms in 5G and also 4G should only be introduced if there is a strong need to support existing deployments. So far, no such strong need has been claimed for this use case. 

Other mechanisms?

It seems that CT4 has already listed the potential candidates for security mechanisms.
3.3

Recommendation

NDS/IP as specified in TS 33.210 [4] is the existing security mechanisms for the N4 interface and the Sxb interface. With the current understanding, it seems that the existing mechanism is sufficient to protect usernames and passwords on the N4 and Sxb interfaces. 

Should there be a need to support legacy partial encryption like RADIUS, motivated by backwards compatibility with existing deployments, it should be brought up and discussed in SA3.
The introduction of DTLS for N4 or Sxb would require extensive further analysis.
4
Detailed proposal

Discuss and send the proposed reply-LS S3-211746.
