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1
Decision/action requested

Approve this CR
2
References
[1]
3GPP TS 33.853 v1.6.0 : " Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

As part of getting TR33.853 ready for approval, editor's notes need resolving
4
Detailed proposal

*********************************   change 1 **************************************************
6.11.5
Solution evaluation

This solution meets the security requirement for key issue #1 (UP integrity activation in EPS) and impacts the UE, the MME, the LTE eNB and the HSS.

Currently the solution does not work when the UE and network nodes are of different releases, for example if a legacy UE wants to transfer data but the MME determines a UP IP policy to "required". If the configured operator policy allows the upgraded MME/eNB to handle the legacy UE, then in this case the MME should determine a UP IP policy to be set to "not needed".

*********************************   end of change 1  ********************************************

*********************************   change 2 **************************************************

UP IP over UTRA to EPC

6.13.1
Introduction

This solution addresses key issue #2 (Secure negotiation of integrity protection support in EPS). 

This solution only impacts the UE and the eNB.
Note: it is FFS whether an unmodified MME will copy the proposed new bit from the NAS signalling into the S1-AP signalling.
*********************************   end of change 2  ********************************************

*********************************   change 3 **************************************************

6.14.4
Solution evaluation


This solution requires RAN upgrades and UE updates. Specifically, UE, MME, (and SGW and PGW) and RAN (S1 and e.g. X2) signalling software updates are expected.  The UE PDCP layer needs to support FR UPIP.

NOTE: This solution requires UE to support NR-PDCP with the capability to run Integrity Protection at its full LTE data rate.

UE performance impact would be similar to that of NR devices, except that the lower data rates of LTE mean that the performance impact might well be less.
*********************************   end of change 3  ********************************************

*********************************   change 4 **************************************************

6.15.4
Solution evaluation


UE, MME, Serving GW, PGW and RAN (S1 and e.g. X2) signalling software updates are expected.  
The solution aligns with the per “DNN and S-NSSAI” control of UPIP policy used in 5GC. For an EPC-only operator, per APN (or per-node) configuration of the UPIP policy on the SMF+PGW is likely to be sufficient and hence there is no mandate to have an interface from the “SMF+PGW” to a UDM.  
*********************************   end of change 4  ********************************************



