3GPP TSG-SA3 Meeting #103-e 
S3-211664
e-meeting, 17 - 28 May 2021










Revision of S3-20xxxx
Source:
Huawei; HiSilicon
Title:
Discussion on security of 5G-TMSI/I-RNTI used for paging and UE ID in adaptation layer in 5G Prose
Document for:
Endorsement
Agenda Item:
5.9
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
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3
Rationale

The discussion paper is to analyze the questions asked by RAN2 in S3-211432, and the UE ID used in adaptation layer, then proposes the LS to RAN2 accordingly
4
Detailed proposal

4.1 Background

1)  Issue1: The LS S3-211432 from RAN2 asks about whether there is security issues on exposing the 5G-S-TMSI/I-RNTI of the remote UE to relay UE. 
2) Issue2: In RAN2#113bis-emeeting, RAN2 discussed adaptation layer and reached following agreement:
Proposal 3: For both DL and UL transmission of Uu radio bearers other than SRB0, identity information of a remote UE and its Uu radio bearer are included in the header of adaptation layer over Uu. FFS for SRB0. FFS if the presence of adaptation layer header can be configurable. (24/24)

Proposal 3a: The radio bearer ID in the adaptation layer header is the Uu radio bearer ID of the remote UE. (23/24)

Proposal 3b: The UE ID in the adaptation layer header is a local, temporary remote UE ID. FFS whether the local, temporary remote UE ID is assigned by the relay UE, or the serving gNB of the relay UE. (23/24)
Proposal 3c: Mapping is done at Relay UE between PC5 RLC bearer IDs, identity information of remote UE and Uu radio bearer, and Uu RLC bearer IDs.

In Proposal 3b, RAN2 agreed the UE ID in the adaptation layer is a local, temporary remote UE ID. But during the e-mail discussion, some companies asked whether there is a security issue of this local, temporary remote UE ID.
4.2 Issue1: ID used in LS S3-211432
RAN2 agrees on Relay UE monitors the Remote UE’s Paging in Study phase:

4.5.5.2
Paging

The Option 2 as studied in TR36.746 [7] for FeD2D paging is selected as the baseline paging relaying solution for L2 UE-to-Network relaying case (i.e. Relay UE monitors the Remote UE’s Paging Occasion(s) in addition to its own Paging Occasion(s).) . The paging relaying solution applies to both CN paging and RAN paging via the Option 2.
To support paging, the relay UE has to know the remote UE’s paging ID. In 5G system, Core network paging uses 5G-GUTI and RAN paging uses I-RNTI. If we continue to use this scheme for 5G-Prose, which means the Core network uses remote UE’s 5G-GUTI to page the remote UE and the RAN uses remote UE’s I-RNTI to page the remote UE, then the Relay UE has to know the remote UE’s 5G-GUTI and I-RNTI to listen to the paging message. 

Observation 1: 5G-GUTI and I-RNTI have been using to page the UE in 5G system. If the Relay UE wants to monitor the Remote UE’s paging message, it has to know the 5G-GUTI and I-RNTI of the remote UE. Any other methods will impact 5G system.
5G-GUTI is a temporary identifier of the SUPI which can be used over the air. This means exposing 5G-GUTI is acceptable and there is no security issue. Besides, 5G-GUTI is exposed in the initial NAS message, and we’ve never seen there is a security issue.

I-RNTI is a temporary identifier assigned by a RAN node and is sent to the UE in RRC Release message. The UE uses I-RNTI in the RRC Resume Request message which is only integrity protected. When the UE gest back to inactive states again, the RAN node will assign a new I-RNTI to the UE. This means the I-RNTI has been exposed in the RRC Resume message, but it was integrity protected, and the RAN node will assign a new I-RNTI to the UE.

Observation 2: There is no security issue on exposing 5G-GUTI and I-RNTI, because 5G-GUTI and I-RNTI is designed to be used over the air.
Since 5G-TMSI is a part of 5G-GUTI, so there is no security issue on exposing 5G-TMSI, neither.
Proposal 1: Reply the LS to RAN2 saying there is no security issue on exposing the 5G-TMSI/ I-RNTI.
In R-15 and R-16, the security requirement on 5G-GUTI that is captured in clause 6.12.3 of TS 33.501. All requirements relies on the AMF to allocate and send a new 5G-GUTI to the UE. This is to reduce the chance to trace a UE by using a 5G-GUTI.
4.3 Issue2: UE ID in the adaptation layer
The UE ID in the adaptation layer header is used at the relay UE for mapping between Uu bearer and PC5 bearer as described in Proposal 3c, “Mapping is done at Relay UE between PC5 RLC bearer IDs, identity information of remote UE and Uu radio bearer, and Uu RLC bearer IDs”. This ID will be used in the adaptation layer between the relay UE and the RAN node, i.e. the RAN and the relay UE will communicate the UE ID in the user plane message in order to know the current data is from/to which UE.

First, the UE ID is a locally UE ID, so it can not be used to link with any permenant ID, because the Relay Node and the RAN Node cannot get the Remote UE’s permenant ID.

Second, the UE ID is a temporary ID, and the maximum lifetime of UE ID is equal to the lifetime of the PC5 link established between the Remote UE and the Relay UE. The attacker cannot predict the new UE ID used between the Remote UE connects to the same Relay UE in the next time.So the attacker cannot link the new UE ID with the old one.

A typical locally temporary UE ID is the C-RNTI. We never think C-RNTI has a security issue. 

Observation 3: The UE ID is a locally temporary ID, and there is no chance to trace any UE.

Proposal 2: Tell RAN2 that there is no security issue on the locally temporary UE ID in the adaptation layer.
4.4 Conclusions

Observation 1: 5G-GUTI and I-RNTI have been using to page the UE in 5G system. If the relay UE want to monitor to the Remote UE’s paging message, it has to know the 5G-GUTI and I-RNTI of the remote UE. Other method will impact 5G system.

Observation 2: There is no security issue on exposing 5G-GUTI and I-RNTI, because 5G-GUTI and I-RNTI is designed to be used over the air.

Observation 3: The UE ID is a locally temporary ID, and there is no chance to trace any UE.

Proposal 1: Rely the LS to RAN2 saying there is no security issue on exposing the 5G-TMSI/ I-RNTI.
Proposal 2: Tell RAN2 that there is no security issue on the locally temporary UE ID in the adaptation layer.
