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1 Overall description
SA3 thanks RAN2 for the LS R2-2104401 on security of small data transmissions. SA3 would like to express the following view for the questions:
[bookmark: OLE_LINK33][bookmark: OLE_LINK34]On RAN2’s question #1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?
Since it is not regular case that SDT and non-SDT data transmitting procedure happen together, SA3 acknowledges that the scenario is similar with signalling retransmission case in which the UE retransmits the message including the same UE ID and MAC, e.g. RRCReject case mentioned by RAN2. Even though the attacker may trigger replay attack, it would require attackers to do that in the right moment. Thus, it would be acceptable to reuse the I-RNTI and resumeMAC-I and transmit it again in the same cell after SDT initiation.
[bookmark: OLE_LINK62][bookmark: OLE_LINK63]On RAN2’s question #2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be re-used to initiate a new SDT procedure in a new cell?
ResumeMAC-I is calculated with the following inputs: KRRC-int, source C-RNTI, source PCI, target Cell-ID and resume constant. When the UE resumes the connection in the different cell, the resumeMAC-I will be refreshed since target Cell-ID is changed even though KRRC-int is not changed. Hence, there is no issue with reusing NCC and/or KRRC-int. Furthermore, similar reasoning as with Q1 also applies in this case and reusing the I-RNTI is also feasible. Thus, it would be acceptable for the NCC and the I-RNTI from a former cell in which an SDT procedure was initiated to be re-used to initiate a new SDT procedure in a new cell.
2	Actions
To 3GPP TSG RAN2
ACTION: 	SA3 kindly asks RAN2 to take the above information into account.
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