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1
Decision/action requested

Approve this CR
2
References
[1]
3GPP TS 33.853 v1.6.0 : " Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

As part of getting TR33.853 ready for approval, editor's notes need resolving
4
Detailed proposal

6.3.3
Solution description

In Rel-15 MR-DC handling of UP IP, there are certain constraints exist. Specifically:

1. 
In NGEN-DC scenario and UP security policy is "required", then the MN (eNB) rejects bearer establishment.

2. 
In NGEN-DC scenario and UP security policy is "preferred", then the MN (eNB) establishes bearer without UP IP.

3. 
In NE-DC scenario and UP security policy is "preferred", then the MN (gNB) activates the bearer with or without UP IP. When UP IP is activated, then the MN does not offload bearer to the SN (eNB).

In all of the above scenarios, it is possible to introduce improvements to:

i) 
accept bearer establishment instead of rejecting it (case 1);

ii) 
select whether to activate UP IP or not (case 2, 3). 

The improvement is described in Table 6.3.3-1 below. In all of these cases, these improvements alleviate the existing constraints in Rel.15 and introduces more cases where UP IP is activated in the bearer, enhancing the overall security of the user plane.

Table 6.3.3-1: Improvement of MR-DC handling over Rel.15 behaviour

	Case
	Scenario description
	Per Rel.15 MR-DC bearer handling
	Improvement in this solution

	1
	NGEN-DC scenario (MN=eNB, SN=gNB) and UP IP CN security policy = "required"
	The MeNB rejects bearer establishment.
	The MeNB establishes bearer and immediately offloads it to SgNB. The MeNB instructs the SgNB to activate UP IP. The SgNB accepts the bearer with UP IP.

	2
	NGEN-DC scenario (MN=eNB, SN=gNB) and UP IP CN security policy = "preferred"
	The MeNB establishes bearer without (i.e. deactivating) UP IP. Bearer can be offloaded to the SgNB. In this case, the SgNB accepts bearer offload from MeNB without UP IP.
	The MeNB establishes bearer either with or without UP IP.

If the MeNB establishes bearer with UP IP, the MeNB immediately offloads it to SgNB. The MeNB instructs the SgNB to activate UP IP. The SgNB accepts the bearer with UP IP.

If the MeNB establishes bearer without UP IP, the MeNB can offload it to SgNB. The MeNB instructs the SgNB to activate UP IP. The SgNB accepts the bearer optionally with UP IP.

	3
	NE-DC scenario (MN=gNB, SN=eNB) and CN UP IP security policy = "preferred"
	If the MgNB activates bearer with UP IP, the MgNB does not offload bearer to the SeNB.

If the MgNB activates without (i.e. deactivating) UP IP, the MgNB can offload bearer to the SeNB. The SeNB accepts the bearer offload without UP IP.
	If the MgNB activates bearer with UP IP, the MgNB may offload the bearer to the SeNB. The SeNB accepts the bearer without UP IP.

If the MgNB activates without (i.e. deactivating) UP IP, the MgNB can offload bearer to the SeNB. The SeNB accepts the bearer offload without UP IP.


Note: the termination point of offloaded bearers needs to be clarified.

Note: additional detail on bearer establishment and offload needs to be described.


6.3.4
Solution evaluation

Note: This solution has not been evaluated


