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1	Decision/action requested
It is proposed to approve this pCR for  33.873.
2	References
[1]	R2-2104354, “LS on NAS-based busy indication”
[2]	S2-2103029, “Introduction of Reject Paging Indication response to paging using SR”
[3]	S2-2103030, “Introduction of Reject Paging Indication response to paging using SR”
3	Rationale
Editor’s Note: It is FFS to verify with RAN whether UE can do a 3-way NAS exchange in network B, when it is in active state in network A.
We propose to delete the above EN based on the following:
RAN2#113bis-e have reached the following agreement on Busy indication from RRC_Inactive [1]
“1	Only support NAS-based busy indication (for IDLE and INACTIVE)
2    RRC signalling is used for switching procedure without leaving RRC_CONNECTED state in network A for UE temporarily switching to network B as a baseline.”
“Editor’s Note: Whether the busy indication shall be confidentiality protected needs more justification.”
Solution provides an optional confidentiality protection for busy indication, so it is left to implementation to provide such an option. Proposed to delete the above EN.
Editor’s Note: It is FFS how GUTI re-allocation is done when GUTI gets revealed in the busy indication message.
S2-2103029[2],S2-2103030[3], describe the GUTI re-allocation procedure in step 3 as follows, UCU procedure is in scope of SA2’s work.
“If the procedure was triggered in response to paging and the Service Request message includes a Reject Paging Indication, the AMF initiates the UCU procedure as described in step 7 of clause 4.2.3.3. The AMF updates the UE context with any received Paging Restrictions information. The remaining steps of the Service Request procedure is not performed.”

4	Detailed proposal
(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)
*******************Start of Changes ******************
[bookmark: _Toc47518367][bookmark: _Toc66111244][bookmark: _Hlk61210941]6.1	Solution #1: Security Solution for Busy Indication using NAS signaling
[bookmark: _Toc47518368][bookmark: _Toc66111245]6.1.1	Introduction
This solution addresses key issue #1: Security Aspects of Busy IndicationReject Paging Indication.
The key issue proposes to support a mechanism to prevent DoS attack caused by busy indicationReject Paging Indication. Solution reduces the severity of the DoS attacks and identify the DoS attacks by handling the response to paging for MT service. Solution described proposes a solution allowing the UE to send a busy indicationReject Paging Indication to the network in a NAS message as a response to a page.
[bookmark: _Toc47518369][bookmark: _Toc66111246]6.1.2	Solution details
The procedure below assumes that UE-1 can periodically pause the RRC-connection allowing UE-2 to perform page monitoring.


Figure 6.1.2-1 BUSY IndicationReject Paging Indication using NAS Signaling
0.	A device with USIM, i.e., UE1, is in connected mode and UE2 is in IDLE mode. 
1.	The AMF-2 serving the UE-2 sends a paging request message to RAN-2. RAN-2 pages UE-2
2.  Upon receiving the paging message UE-2, if UE supporting NAS Busy indicationReject Paging Indication decides to send a NAS Busy IndicationReject Paging Indication, responds with a BUSY indicationReject Paging Indication vis NAS message after RACH procedure. RAN-2 forwards the NAS message to the AMF-2. 1.	
a. The NAS message carrying the Busy IndicationReject Paging Indication may be ciphered. The cipher mechanism as defined in clause 6.4.4 of TS 33.501 [3] can be reused to protect the in the NAS message. 
b. The NAS message carrying the Busy IndicationReject Paging Indication is integrity protected. The integrity protection mechanism as defined in clause 6.4 3 of TS 33.501 [3] can be reused to integrity protect the in the NAS message. 
Editor’s Note: Whether the busy indication shall be confidentiality protected needs more justification.
Editor’s Note: It is FFS how GUTI re-allocation is done when GUTI gets revealed in the busy indication message.
Editor’s Note: It is FFS to verify with RAN whether UE can do a 3-way NAS exchange in network B, when it is in active state in network A.


[bookmark: _Toc47518370][bookmark: _Toc66111247]6.1.3	System impact
[bookmark: _Toc47518371]UE:
-	Uses existing NAS integrity and ciphering mechanism as per 33.501[3].
AMF:
-	Uses existing NAS integrity and ciphering mechanism as per 33.501[3].
Note: Details of NAS message to send busy indication will be defined by SA2 or CT1 group.
[bookmark: _Toc66111248]6.1.4	Evaluation
Above solution relies on already defined mechanisms in TS 33.501[3] to send ciphered and integrity protected BUSY indication and fulfills security requirements of Key issue 1.

*******************End of Changes ******************
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