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1	Decision/action requested
It is proposed to approve the conclusion to key issue 1,2,4,6 in TR 33.839
2	References
[1]  		3GPP TS 33.501: "Security architecture and procedures for 5G System." 
[2]  	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
3	Rationale
This pCR proposes the conclusion of KI #1,2,4,6
The solution 4 proposes reusing the authentication and authorization between UE and Edge Data network using existing secondary authentication mechanisms as defined in TS 33.501. There is no impact on network entities and existing procedures. 
After establishing the authentication and authorization using secondary authentication with Edge AAA server, EDGE-1, Edge-4 interface is further protected using TLS. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 and Edge 4 interface.
An access token mechanism provides authorization for Edge-1. The solution can be amended by an authorization service by the ECS instead of an access token mechanism. 
Solutions comply with all app-based platforms and the majority of deployed application solutions on the Internet today, which rely on the basic principle where a network server (in the role of Authenticator) authenticates the device (in the role of Supplicant) by communicating with a backend Authentication Server. The key benefit of this Solution with AKMA based solutions proposed in this TR that the additional system impact on enabling AKMA on the ECSP network is avoided. Also, it avoids putting a burden on the ECSP to support AKMA.
UE initiating the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [2]), UE establishes a PDU session. This PDU Session may be established either to a well-known or preconfigured S-NSSAI or DNN, or the 5GC derives the S-NSSAI by using the registration for UE to network. Based on this information, the AMF selects an SMF, which in turn selects a PSA that provides a data connection to the Edge Cloud Service Provider's (Edge Data Network's) AAA Server.  SMF continues secondary authentication as per clause 11.1.2 in 33.501[7]. ECS “may” act as DN-AAA Server, or ECSP may have an AAA server. The transport security of the interface is realized by using TLS with server authentication using the server’s certificate issued by CAs in the PKI.
For certificate provisioning, today’s app world follows the general procedure described below with some variations. However, this should be left to Edge Application providers, and we should not mandate the provisioning procedure.  Each Edge application provider has its own Certificate Authority, or they use other certificate authorities. Edge application developer creates a Signing Certificate. The Signing Certificate guarantees and recognized a particular application provider, and ECSP knows about this. The signing certificate is uploaded during the application development process to the Edge certificate authority. This process links the Edge Certificate Authority and App developer in the creation of the signing certificate. Then for each application or app extension, an APP ID is created. The App ID links your signing certificate with this app. Finally, Provision Profiles are created, which will be used for distributing the app through the store. When a subscriber downloads the app, it also downloads the unique provisioning profiles, which also has its subscriber information associated and linked with it.
With the above analysis, the solution meets the security requirements for Key issue 1, Key issue 2, Key issue 6.


4	Proposal
Based on the previous analysis, we propose the following:
-	Based on the deployment scenarios solution proposed in #4 shall be used as one of the options on supporting the Key issue 1, 2, 4 6. 

5	Detailed proposal
* * * * Start of Changes * * *

[bookmark: _Toc39138089][bookmark: _Toc62543962]7	Conclusions
Editor’s Note: This clause will contain the conclusion of the TR
[bookmark: _Toc62543963]7.1	Conclusions for Key Issue #1
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD.
[bookmark: _Toc62543964]7.2	Conclusions for Key Issue #2
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD.

[bookmark: _Toc62543965]7.3	Conclusions for Key Issue #3
TBD.
[bookmark: _Toc62543966]7.4	Conclusions for Key Issue #4
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD. 
[bookmark: _Toc62543967]7.5	Conclusions for Key Issue #5
TBD.
[bookmark: _Toc62543968]7.6	Conclusions for Key Issue #6
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.
.TBD.

