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Decision/action requested

Approve Changes proposed in this Tdoc.
2
References

3
Rationale

Existing Editor Notes for Solution #8 and resolutions are discussed below.
	Editor's Note: How to address the registration failure issue with NAS reroute via RAN is FFS.
	The solution avoids NAS re-route to the AMF in another Network Slice, by making the RAN able to see the requested S-NSSAI and RAN routing the NAS message to the AMF in the requested Network Slice. If there is registration failure in Phase 1 (Certification provisioning phase), i.e. primary authentication very first time in the network, it is straightforward that, certificate provisioning doesnt happen. After the Phase1, UE is able to include the S-NSSAI in the RCC Msg5 and encrypt the message. The RAN is able to decrypt the Msg5 and route the message to the correct AMF. If the UE is trying to connect to an isolated target AMF, after the primary authentication and NAS context setup in an in initial AMF, the isolated AMF will do re-authentication of the UE to establish its own NAS context, without depending on any other AMF.

	Editor's Note: It is FFS whether the gNB decodes the RRC message 5 or it takes the help of a trusted central node in possession of the network private key. 
	Similar to the solution proposals in TR 33.809, whether to decode the Msg5 in every base station or to do it in a central node can be decided later. Having a central node to decode the encrypted Msg5 can alleviate the concerns on every base station in possession of the network private key.

	Editor's Note: It is FFS how gNB is able to route the NAS message to the correct serving AMF based on S-NSSAI.


	To support multiple Network Slices in the network along with correspong RAN Slices, RAN is required to route the NAS messages based on S-NSSAI to the AMF serving the Network Slice.

	Editor's Note: The details of public key provisioning to the UEs and corresponding private key provisioning to the gNBs are FFS.


	Currently PKI is managed in the network using dedicated OAM systems. These systems can be re-used for provisioning the private key in the base stations or in a central node.

	Editor's Note: The security analysis of all the gNBs sharing the same private key is FFS.


	FFS

	Editor's Note: Whether public key cryptography impacts the radio protocols is FFS.


	Only Msg5 which is otherwise unprotected is expected to be protected by PKC. Other RRC messages are protected by AS security. Please note that usage of PKC has been proposed in the False Base Station study as well for SIB protection.

	Editor's Note: It is FFS whether solution is applicable for the NAS re-routing use case via RAN.


	The solution avoids NAS re-route via RAN to the AMF in another Network Slice, by making the RAN able to see the requested S-NSSAI and RAN routing the NAS message to the AMF in the requested Network Slice. RAN is expected to know how to route the NAS message to the correct AMF based on S-NSSAI.


4
Detailed proposal

Following clarifications are proposed to address the ENs.
************************************************ Start of Changes ******************

6.8
Solution #8: Solution to enable UE connection directly to the slice AMF

6.8.1
Introduction

A new solution is proposed here for connecting the UE directly to an isolated target AMF, and avoids UE connecting to any other AMF. 
AMF re-allocation is required because the UE gets connected to an AMF which cannot serve the UE, AMF possibly belonging to an incorrect Network Slice. The base station routed the Registration Request from the UE to the incorrect AMF, because the S-NSSAI is not available in the RRC message, it is contained only in the NAS payload. So the base station is not able to select the correct AMF based on the S-NSSAI. If S-NSSAI is available in the RRC message, then base station can select the correct AMF corresponding the N-NSSAI and the Network Slice.

6.8.2
Solution details

Solution principles:
1)
RRC Connection Request Complete (RRC Msg 5) carrying NAS REG-REQ is encrypted with network public key or certificate and will contain encrypted S-NSSAI in the RRC part of the message.

2)
Base station will decrypt the encrypted RRC message and will route the NAS REG-REQ to the correct AMF according to the S-NSSAI.

3)
Since the UE gets routed to the correct AMF, the AMF can be fully isolated, and no context transfer or context sharing is required between any other AMF.

The solution consists of two phases.

6.8.2.1
Solution phase 1
Provisioning the network public key or certificate corresponding the network slice AMF.

This is only a one time procedure between the UE and the network. 

On the network side it is expected that base stations support mechanisms to decrypt the encrypted RRC Msg5 to learn the S-NSSAI and route accordingly to the correct AMF.
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Figure 6.8.2.1-1 Provisioning the UE with network public key or certificate

1.
UE does initial attachment with the network and gets authenticated. 

2.
At the end of successful authentication, UDM triggers the AMF to send the network public key for encrypting RRC message. Once the UE gets provisioned with network public key or certificate, UE gets de-registered from the network. 

NOTE:
Provisioning of the network public key may be done by offline methods as well. Phase1 is required only if the UE is not already provisioned by the network public key or certificate. The UE stores the provisioned public key of the network in the USIM. It is expected that all base stations in the network support the same public key -private key pair.


6.8.2.2
Solution phase 2

In subsequent connections to the network, UE uses the provisioned public key to encrypt the RRC message and the S-NSSI is included in the RRC message. The UE also includes an indication in the NAS message that it has the public key in possession from Phase1. The indication helps the network to learn that the UE has been already provisioned and further attempts to provision the public key is avoided.
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1.
In RRC message 5, UE includes the S-NSSAI in the RRC part of the message along with the NAS payload. The RRC message is encrypted with the provisioned public key.

2.
gNB decodes the RRC message 5 with the network private key and learns the S-NSSAI and the Slice the UE wants to connect. Whether to decode the Msg5 in every base station or to do it in a central node can be decided later. Having a trusted central node to decode the encrypted Msg5 can alleviate the concerns on every base station in possession of the network private key. Only Msg5 is protected using the public key, other RRC messages are prorected using the regular AS security context specific to the UE.

3.
gNB forwards the NAS payload based on the S-NSSAI and the Slice the UE wants to connect to the corresponding AMF. The NAS message also contains an indication that UE is in possession of the public key from phase-1. To support multiple Network Slices in the network along with correspong RAN Slices, RAN is required to route the NAS messages based on the requested S-NSSAI.

4.
UE and AMF establishes NAS context specific to the S-NSSAI and the slice. If the AMF is a target AMF and is an isolated AMF, without any communication and context transfer capability with any other AMF, the AMF initiates authentication/ re-authentication procedure of the UE to establish a fresh NAS context.

Editor's Note: The security analysis of all the gNBs sharing the same private key is FFS.


6.8.3
Evaluation

The solution avoids the necessity of UE AMF re-allocation via RAN altogether and hence security issues related to AMF re-allocation via RAN doesn't arise at all. The basic problem of routing the NAS message from the UE to the correct isolated AMF of a Network Slice is solved without any dependency on the RAN to re-route.
Solution requires provisioning of public key in the UE and private key in the network (gNB). Once the key provisioning is done, either offline means or online means one time, the RRC Msg 5 is protected using the public key. The gNB is able to learn the requested S-NSSAI included in the RRC message and routes the NAS message to the correct AMF. Thus AMF re-allocation is avoided.

*********************************************** End of Changes ******************

