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1
Decision/action requested

Approve the proposed pCR.
2
References

[1]
3GPP TR 33.839, “Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC”
3
Rationale

This pCR proposes editorial changes for clauses 4 through 6.1 of TR 33.847.
4
Detailed proposal

***
BEGINNING OF CHANGES ***
4
Overview of Edge Computing (EC)

Editor’s Note: This clause will contain a brief overview of edge computing

5
Key issues

Editor’s Note: This clause will contain the agreed key issues

5.1
Key issue #1: Authentication and Authorization between EEC and EES
5.1.1
Key Issue Details

As per TR 23.558 [2], EDGE-1 reference point enables interactions between the Edge Enabler Server and the Edge Enabler Client. EDGE-1 reference point supports registration and de-registration of the Edge Enabler Client to the Edge Enabler Server, retrieval and provisioning of Edge Application Server configuration information; and discovery of Edge Application Servers available in the Edge Data Network.
Edge Enabler server provides functionalities to Edge Enabler client over EDGE-1 reference point such as provisioning of configuration information to Edge Enabler client and supports the functionalities of application context transfer. 

Edge Enabler Client performs the functionalities like configuration information retrieval from the edge enabler server and discovering of the edge application servers available in Edge Data Network. The Edge Data Network is a local Data Network. Edge Application Server(s) and the Edge Enabler Server are contained within the EDN. 
The UE is initially provisioned with the configurations required to connect to the Edge Data Network. Upon initial provisioning, the Edge Enabler Client of the UE registers with the selected Edge Enabler Server(s) from the list of provisioned Edge Enabler Server(s). Edge Enabler Client consumes service offered by the Edge Enabler Server, e.g. discovering Edge Application Servers in an area of interest. The procedure enables the initialization or update of the Edge Enabler Client context information at the Edge Enabler Server. The Edge Enabler Client sends the Edge Enabler Client registration request to the Edge Enabler Server. Edge Application Server discovery enables Edge Enabler Clients to obtain information about available Edge Application Servers of interest. The identification of the Edge Application Servers is based on matching query filters or Application Client Profiles provided in the request. 
GPSI can be used as a UE identifier inside and outside of 5G networks, as specified in TS 23.501[14] and TS 23.003[15]. As specified in TS 23.558[2], a new edge enabler layer is defined. In order to identify the UE's Edge Enabler Client, the UE uses Edge Enabler client ID as the client identifier at the edge enabler layer. And the Edge Enabler client ID may be used along with GPSI. Then the EEC uses two different identifiers towards the EES, EEC ID and UE identifier (could be GPSI)). Solutions to this key issue need to clearly state which identifier of the EEC they authenticate. 
Editor's Note: It is FFS whether the EEC ID will be unique across different UEs.
Editor’s Note: Whether the binding issue between EEC ID and UE identifier is required is FFS.

5.1.2
Security Threats

When Registration, Discovery, Deregistration is used without authorization, malicious Edge enabler client receives a list of Services and topology structure within Edge Data Network from Edge Enabler Server discovery response message. The received information can reveal Edge Data Network’s topology (e.g. URI, IP address, number of Edge Application Servers, Application Server Functionalities, API type, protocols). Malicious Edge Enabler Client may use this information to launch attacks on Edge Data Network or use this information for competitive reasons. 

5.1.3
Potential Security Requirements

Edge Enabler Server shall be able to provide mutual authentication with Edge Enabler Client over EDGE-1 Interface.

Edge Enabler Server shall be able to determine whether Edge Enabling client is authorized to access Edge Enabling Server’s services.

5.2.
Key issue #2: Authentication and Authorization between EEC and ECS
5.2.1
Key Issue Details

As per TR 23.558[2], the EDGE-4 reference point enables interactions between the Edge Configuration Server (ECS) and the Edge Enabler Client. Edge Configuration Server (ECS) (Edge Configuration Server (ECS)) provides supporting functions needed for the Edge Enabler Client to connect with an Edge Enabler Server(EES). EDGE-4 reference point supports provisioning of Edge configuration information (e.g., URI or LADN service information) to the Edge Enabler Client.

Edge Enabler Client performs the functionalities like configuration information retrieval from the edge configuration sever over the EDGE-4 interface. 
As per TR 23.558[2], The Edge Configuration Server(ECS) can be deployed in the MNO domain or can be deployed in 3rd party domain by the service provider in which one Edge Enabling Client may communicate with one or more Edge Configuration Server(ECS)(s) concurrently. If the Edge Configuration Server (ECS) is deployed by MNO, the Edge Configuration Server (ECS) provides one or more Edge Enabling Server configuration information. If the Edge Configuration Server (ECS) is deployed by a non-MNO Edge computing service provider, the Edge Configuration Server(ECS) endpoint address is pre-configured with the Edge Enabling Client. The Edge enabling client that is configured with multiple Edge Configuration Server (ECS) endpoint addresses (es), may perform the service provisioning procedure per the Edge Configuration Server(ECS) of each Edge Configuration Server(ECS) multiple times. UE can contain a single Application Client (AC) or multiple Application Client(AC)s, which are served by a single Edge Configuration Server(ECS). In another scenario, UE has multiple Application Client(AC)s where each Application Client(AC) can be served by an Edge Application Server, which in turn is served by a different Edge Configuration Server(ECS)'s Edge Enabling Server. 
GPSI can be used as a UE identifier inside and outside of 5G networks, as specified in TS 23.501[14] and TS 23.003[15]. As specified in TS 23.558[2], a new edge enabler layer is defined. In order to identify the UE's Edge Enabler Client, the UE uses Edge Enabler client ID as the client identifier at the edge enabler layer. And the Edge Enabler client ID may be used along with GPSI. Then the EEC uses two different identifiers towards the EES, EEC ID and UE identifier (could be GPSI)). Solutions to this key issue need to clearly state which identifier of the EEC they authenticate. 
Editor's Note:
It is FFS whether the EEC ID will be unique across different UEs.
Editor’s Note: Whether the binding issue between EEC ID and UE identifier is required is FFS.
5.2.2
Security Threats

If access to Provisioning and configuration information is retrieved without authentication and authorization, malicious Edge enabler client will be able to receive a list of Edge Enabling Server configuration information and topology structure within Edge Data Network from the provisioning response message. The received information can reveal Edge Data Network's topology (e.g., URI, FQDN, IP address, LADN service information, Application Server Functionalities, API type, protocols). 
Malicious Edge Enabler Client may use this information to launch attacks on Edge Data Network or use this information for competitive reasons. 

5.2.3
Potential Security Requirements

Edge Configuration Server(ECS) Requirements:

Edge Configuration Server(ECS) shall be able to provide mutual authentication with Edge Enabler Client over EDGE-4 Interface.

Edge Configuration Server(ECS) shall be able to determine whether Edge Enabling the client is authorized to access provisioning services offered by Edge Configuration Server(ECS).

5.3
Key issue #3: Authentication and Authorization between EES and ECS
5.3.1
Key Issue Details

As per 23.558[2], the EDGE-6 reference point enables interactions between the Edge Configuration Server (ECS) and the Edge Enabler Server. EDGE-6 supported the registration and registration updates, deregistration, of Edge Enabler Server information to the Edge Enabler Network Configuration Server. The Edge Enabler Server Registration procedure allows an Edge Enabler Server to provide information to an Edge Configuration Server to request the use of its edge configuration capabilities. The Edge Enabler Server registration update procedure allows an Edge Enabler Server to update the Edge Configuration Server if there is a change in the information at the Edge Enabler Server. The Edge Enabler Server uses the Edge Enabler Server deregistration procedure to remove its information from the Edge Configuration Server. As per 23.558[2], The Edge Configuration Server(ECS) can be deployed in the MNO domain or can be deployed in 3rd party domain by the service provider in which one Edge Enabling Client may communicate with one or more Edge Configuration Server(ECS)(s) concurrently. One Edge Enabling Server may concurrently connect to one or more Edge Configuration Server with a separate EDGE-6 reference point interface. The Edge enabling server that is configured with multiple Edge Configuration Server (ECS) endpoint addresses (es) may perform the service registration, updates, or deregistration procedures per the Edge Configuration Server(ECS) of each Edge Configuration Server(ECS) multiple times. In this context, the Security Context of each of EDGE-6 interfaces needs to be separate from each other as the trust domain may be different.
5.3.2
Security Threats

Without authentication or authorization, the Malicious Edge Enabling server may be able to register with the Edge configuration server, further exposing its services to UE's Edge, enabling clients and applications running on UE.

Registration updates without any confidentiality or integrity may be able to help a Man In the middle actor impersonating the Edge configuration server to the Edge Enabling server exposing and possibly altering the registration updates with a falsified Edge Enabling Server profile to Edge configuration server. Also, this attack leads to exposing the topology details, server information within the PLMN domain. Malicious actors can use this exposed information for the benefit of PLMN's or Edge Computing Service provider's competitors.

5.3.3
Potential Security Requirements

The Edge Configuration Server and the Edge Enabling Server shall perform mutual authentication, to register and update the server profile information.
The Edge Configuration Server shall be able to authorize the Edge Enabling Server to register and update the server profile information.
5.4

Key Issue #4 Edge Data Network Authentication and Authorization
5.4.1
Key issue detail

The concept of edge computing is analogous to that of an (external) data network in the sense that the UE’s edge client and the edge application server needs to be authenticated and authorized before UE can access the edge data network. In the case of an edge data network, the data network itself is much closer to the UE than a traditional data network. UE authentication and authorization are a normal part of UE network access. For UEs accessing the edge data network, the authentication to the edge data network is in addition to the primary authentication for 3GPP network access. However, depending on the relationship between the edge data network operator and the 3GPP PLMN, the authentication to the edge data network may be implicit. 

5.4.2
Security threats

Authentication and authorization are fundamental necessities in establishing security and providing access to the UEs by the network. Without it, there is no security and unauthenticated and unauthorized UEs may be able to enjoy the services provided by an edge data network that the UEs have not subscribed to.

5.4.3
Potential security requirements

UEs and Edge Data Network shall be mutually authenticated. When the Edge Data Network is outside of the 3GPP domain, non-3GPP credentials may be used. 

UE’s access to Edge Data Network shall be authorized.

Existing security mechanisms shall be re-used as much as possible (e.g. secondary authentication or slice-specific authentication).

5.5

Key Issue #5 Edge Data Network User Identifier and Credential Protection
5.5.1
Key issue detail

For each UE, there may be multiple sets of user identifiers and credentials that are used between UE and different edge data networks that are different from the long-term identifiers and credentials (i.e. 5G AKA credentials) used for primary authentication.  These user identifiers and credentials used in edge data network authentication are stored in the UE and the edge data networks. The identifiers and credentials need to be identified and protected in the UE, in the network, and in transition, even in the case where the edge data network is operated by a third party.

5.5.2
Security threats

If user identifiers and credentials are not protected, a number of well-documented attacks can result in the loss of privacy, user data, and other sensitive information for the users. 

5.5.3
Potential security requirements

Edge data network application user identifiers and credentials shall be protected in storage and transit. 
NOTE: How edge data network application user identifiers and credentials are provisioned in the UE is out of the scope of the current study.
5.6
Key issue #6: Transport security for the EDGE-1-9 interfaces 
5.6.1
Key issue details 

TS 23.558 [2], clause 6.2 describes a new architecture for enabling edge applications, i.e.
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New interfaces (i.e. EDGE-1-9) were introduced in the architecture for enabling Edge Applications. This key issue studies the related transport security, i.e. confidentiality, integrity, and replay-protection.

· Type A (Between UE and Edge servers):

· EDGE-1: between EEC and EES
· EDGE-4: between EEC and ECS
· EDGE-5: between EEC and Application Client(s)
NOTE:
Details of the EDGE-5 is out of scope of this release of this specification, according to TS 23.558[xx]
· Type B (Between 3GPP core and Edge servers):

· EDGE-2: between 3GPP Core network and EES
· EDGE-7: between 3GPP Core network and EAS
· EDGE-8: between 3GPP Core network and ECS
· Type C (Between Edge servers):

· EDGE-3: between EAS and EES
· EDGE-6: between EES and ECS
· EDGE-9: between EES(s)
5.6.2
Threats

Without confidentiality, integrity, and replay protection, an attacker may eavesdrop or manipulate or replay the communication or initiate the MITM attacks on the interface.

5.6.3
Potential security requirements 

Confidentiality protection, integrity protection, and replay-protection shall be supported on the EDGE-1-4, and EDGE 6-9 interfaces.

5.7 
Key Issue #7: Security of Network Information Provisioning to Local Applications with low latency procedure

5.7.1 Key issue details
In the solutions for network information provisioning to local application procedure in TR 23.748 [3], the following two ways are proposed to perform network information exposure to a local application.

-
UPF exposes the network information (i.e. QoS monitoring) to local AF via Local NEF.
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For this case, the following two alternatives proposed:

-
The EAS/AF subscribes the network information notification according to the blue dashed line path, and the local PSA provisions the networking information to EAS/AF via local NEF (i.e. according to the blue solid line path).

-
The EAS/AF subscribes the network information notification according to the red dashed line path, in this case, the local NEF retrieves the UPF information before subscribing to the event from UPF for AF which is not shown in the figure. When the request event happens, the local PSA provisions the networking information also to EAS/AF via local NEF (i.e. according to the blue solid line path).
-
UPF exposes the network information to local AF directly. 
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For this case, the following two alternatives proposed:

-
The EAS/AF subscribes the network information notification according to the blue dashed line path, and the local PSA provisions the networking information to EAS/AF directly (i.e. according to the blue solid line path).
-
The EAS/AF subscribes the network information notification with UPF directly (i.e. according to the red dashed line path).
A  new interface between UPF and local NEF/local AF/EAS was introduced, we need to study the security issue on the new interface.

NOTE: Local PSA UPF can expose the QoS monitoring results to local AF via N6. How to deliver the information on N6 is out of scope.
5.7.2
 Security threats

Without authentication and protection, an attacker may eavesdrop or manipulate or replay the communication on the new interface.
5.7.3
 Potential Security requirements

For the case that UPF exposes the network information to local AF via Local NEF.

· Mutual authentication mechanism between UPF and local NEF shall be supported.

· Confidentiality protection, integrity protection, and replay protection shall be supported on the new interface between UPF and local NEF.
For the case that UPF exposes the network information to local AF directly:

· The UPF enables the secure provisioning of information in the 3GPP network by authenticated and authorized Application Functions.
Confidentiality protection, integrity protection, and replay protection shall be supported on the interface between UPF and Application Functions.

5.8
Key Issue #8: authentication and authorization in EES capability exposure

5.8.1
Key issue details

TS 23.558, clause 8.6 [2] describes service capability APIs exposed by the Edge Enabler Server to the Edge Application Server(s). The service capability APIs exposed include EES capabilities and re-exposed 3GPP Core Network capabilities. To support EES capability exposure, the following open issues need to be studied：
-
Whether and how to support the Edge Application Server to access the EES capability exposure function directly, e.g., how CAPIF, as specified in 3GPP TS 23.222 [9] can be utilized, and whether there is a need to enhance functionalities of CAPIF?

-
How the Edge Enabling Server re-exposes service API(s) to the Edge Application Server, where the service API(s) are relying on the SCEF/NEF northbound API(s)?
5.8.2
Security threats

If the access to EES capability APIs is not authenticated and authorized, attackers would potentially be able to perform the following types of attacks:

-
Requesting service from the EES that unauthorized parties are not allowed to consume, e.g. in order to gain user’s privacy information

-
Flooding the EES with resource-demanding operations may lead to a Denial of Service situation

5.8.3
Potential security requirements

EES capability exposure to EAS shall be authenticated and authorized.

5.9 
Key Issue #9: Security of EAS discovery procedure

5.9.1 Key issue details
In the solutions for the EAS discovery procedure in TR 23.748 [3], the following DNS-based solution is proposed. The solution requires a new Functionality, an enhanced DNS Forwarder here referred to as "LDNSR". LDNSR supports Edge AS Discovery using DNS using knowledge of the 5GC connectivity of the UE.
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Figure 5.9.1-1 Options for the EAS discovery using LDNSR for PDU session breakout
New function LDNSR is introduced for EAS discovery, and the interaction between SMF and LDNSR is also introduced. The SMF may provide knowledge of the 5GC connectivity of the UE to LDNSR, the information about the knowledge of the 5GC connectivity of the UE is sensitive material that should be security protected.

In the above solution, a DNS request is sent to query the Edge Server's address. If the DNS destination address is modified by the attacker, a DNS request will be sent to the compromised DNS server, then the wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge Server and ruin the advantage of the MEC, even worse, the compromised DNS server may lead UE to connect to a compromised Edge Server.
5.9.2
 Security threats 

Without protection, an attacker may eavesdrop or manipulate or replay the communication on the new interface.

Without protection about the DNS message, an attacker may manipulate the DNS message which may cause the UE is not able to find a suitable EAS.
5.9.3
 Potential Security requirements

The interaction message between the SMF and LDNSR shall be confidentiality, integrity, and replay protected. Secure discovery of EDGE Services should be supported.
5.10.
Key issue #10: Authorization during Edge Data Network change

5.10.1
Key issue details 

TR 23.748 [3] clause 5.2 describes a key issue #2 "Edge relocation", which raises an issue on "How to handle the change of the serving EAS (without UE mobility) to support seamless change, e.g. preventing or reducing packet loss". Currently, several solutions (such as solution #22-40) in TR 23.748 [3] were proposed to address this key issue. 

Here, Edge Data network connectivity will be modified during the edge relocation, which is different from changing the PDU session anchor only. When a new PDU session is created, secondary authentication will be triggered (distributed anchor with SSC mode 1/2/3 and multiple PDU sessions). This will not happen when additional PSA-UPFs are added to an existing PDU session. Authorization needs to be investigated in relation to session breakout and ULCL as well as IPv6MH.

Specifically, it needs to be studied how the authorization provided by the secondary authentication is addressed during Edge Data network change with requirements on service continuity as studied in Key issue #2 of TR 23.748 [3]. 
This key issue is to study the authorization requirement between the UE and the target Edge Data network during the Edge Data network change.

5.10.2
Security threats

Without authorization, an unauthorized UE may be able to consume the services provided by the target Edge Data network. 
5.10.3
Potential security requirements 

Authorization of UE for EAS service access during Edge Data network relocation with seamless change shall be supported.

5.X
Key issue #X: <Key issue name>

5. X.1
Key issue details 

5. X.2
Security threats

5. X.3
Potential security requirements 

6
Proposed solutions

Editor’s Note: This clause will contain the proposed solutions

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Network capability re-exposure via Edge Enabler Server
	
	
	
	
	
	
	
	x
	
	

	Solution #16: EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK

	x
	x
	x
	
	
	x
	
	
	
	

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	
	x
	
	
	
	
	
	
	
	

	Solution #19: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	Solution #20: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	Solution #21: security for the interface between the SMF and LDNSR
	
	
	
	
	
	
	
	
	x
	

	Solution #22: EC: New solution on authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #23: Authentication and Authorization between EEC and ECS/EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #24: Using TLS with AKMA to protect edge interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #25: Practical authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
6.1
Solution #1: DNS request protection
6.1.1
Introduction

The key issue #9 is proposed to protect the DNS request modification attack. In an edge computing environment, a DNS request is needed to query the Edge Server's address. If the DNS destination address is modified by the attacker, then the wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge server and ruin the advantage of the MEC, even worse, the false DNS server may lead UE to connect to a compromised Edge Server.

TS 33.501 [7] has an informative annex P.2 describing security aspects of DNS for 5G, and it is proposed to reuse the enhanced DNS in the MEC system.   
6.1.2
Solution details

DNS server should support DNS over (D)TLS, as specified in RFC 7858 [21] and RFC 8310 [22]. The DNS server(s) that are deployed within the 3GPP network can enforce the use of DNS over (D)TLS. The UE can be pre-configured with the DNS server security information (out-of-band configuration specified in the IETF RFCs similar to credentials to authenticate the DNS server, supported security mechanisms, port number, etc.), or the core network can configure the DNS server security information to the UE. When DNS over (D)TLS is used, a TLS cipher suite that supports integrity protection needs to be negotiated.
6.1.3
Solution Evaluation

This solution reuses the security recommendations from TS 33.501 and requires UE and DNS server to support DNS over (D)TLS while introducing no extra impact to other network entities.  
***
END OF CHANGES ***
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