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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
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Discussion
Vodafone would like to bring to SA3's attention that there are new isues related to GEA1 and GEA2.

In GSM and GPRS, which do not benefit from signalling integrity protection, it is known (see e.g. [1]) that UE support for a breakable algorithm can undermine the security of a stronger algorithm, by means of the following attack:

· You (the victim) start a GSM or GPRS session protected using a relatively strong algorithm like A5/3 or GEA3.

· I (the attacker) record your encrypted session over the air, including the authentication messages used to initiate the session.

· I now use a false base station.  I trick your device into connecting to my false base station, and I replay the same authentication messages, so you end up deriving and using the same key again (even though I don’t yet know that key).  I tell your device to use the breakable algorithm (it’s the network that decides this).

· You now send some traffic – maybe just a few signalling messages – encrypted using the breakable algorithm.  I can break it and recover the encryption key.

· Now I can use that key to decrypt the session I’d recorded earlier.  Even though that session was protected using a strong algorithm that I couldn’t break directly, I’ve undermined that strong encryption by finding out the encryption key.

GEA3 is widely supported in UEs and network equipment, and remains a full strength algorithm.  GEA2 is less strong than GEA3.  GEA1 is the weakest of the GPRS encryption algorithms.

UE support for GEA1 is mandated up to R10, discouraged in R11, and prohibited from R12 onwards.  Vodafone proposes a CR (S3-211491), that prohibits UE support for GEA1 in new R11 devices from a specific date.

GEA2 is currently mandated in all releases.  Vodafone propose the following process for the phasing out of GEA2 on UEs:

· In CR S3-211473, UE support for GEA2 is prohibited in R16.

· In CRs S3-211491, S3-211492, S3-211493, S3-211474 and S3-211475 for R11 to R15, Vodafone propose to make support for GEA2 in UEs optional, but strongly discouraged in devices produced after 31st December 2021.

· In the first SA3 meeting of 2022, the intention is to introduce new CRs prohibiting GEA2 support in UEs in R11 to R15.



