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1
Decision/action requested

Approve the proposed pCR.
2
References

[1]
3GPP TR 33.857 "Study on enhanced security support for Non-Public Networks (NPN)"
3
Rationale

This pCR proposes editorial changes for clauses Introduction through 5 of TR 33.857.
4
Detailed proposal

***
BEGINNING OF CHANGES ***
Introduction

The 5GS already supports certain specific features for Non-Public Networks, these are evolved in the architectural study documented in 3GPP TR 23.700-07[3], considering new functionality for Non-Public Networks. One of the main architectural changes in need of security enhancements is the allowance of credentials owned by a separate entity than a Standalone Non-Public Network. The other is onboarding and remote provisioning of non-USIM credentials to allow for a seamless setup of Non-Public Networks.
1
Scope

The present document …

2
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3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Provisioning Server: The server that provisions the authenticated/authorized UE with the NPN credentials. 

SNPN credentials: Information that the UE uses for authentication to access a SNPN.
For the purposes of the present document, the following terms and definitions given in 3GPP TR 23.700-07 [3] apply:
Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.

Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.

Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.
Onboarding SUCI: A SUCI created from the Onboarding SUPI and used for onboarding purposes.
Onboarding SUPI: A SUPI that is based on the Unique UE Identifier and/or the Default UE Credentials and is used for onboarding purposes.

Subscription Owner (SO): The entity that stores, and as a result of the UE Onboarding procedures provides the subscription data and optionally other configuration information via the PS to the UE.

Unique UE identifier: Identifying the UE in the network and the DCS and is assigned and configured by the DCS.

NOTE 1:
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DCS
Default Credential Server

ON
Onboarding network

PS
Provisioning Server

SO
Subscription Owner
4
Architectural and security assumptions

Editor's note:
This clause includes the architectural and security assumptions applicable for the study.
4.1
Architectural requirements

-
Solutions are built on the 5G System security architectural principles as in TS 33.501 [2] and conclusions drawn in TR 23.700-07 [3], including flexibility and modularity for newly introduced functionalities.
4.2
Security assumptions

-
It is assumed for the case where non-USIM credentials are provisioned for SNPN, the non-USIM credentials are of a key generating EAP method type. 

-
It is assumed for the case where non-USIM credentials are provisioned for PNI-NPN, the non-USIM credentials are of an EAP method type. 

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.

5.1
Key Issue #1: Credentials owned by an external entity

5.1.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [3]. 

TR 23.700-07 [3] contains numerous solutions addressing Key Issue #1, where some solutions rely on an AAA-S external to the SNPN, depicted in 5.1.1-2, and others on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.1.1-1. These architectural changes may have an impact on security architecture, for instance, primary authentication.
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Figure 5.1.1-1: SNPN + PLMN
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Figure 5.1.1-2: SNPN + non-PLMN
The solutions are to describe how authentication is done with credentials owned by an entity separate from the SNPN and how keys may be shared between an entity separate from the SNPN and the SNPN, considering the trust relationship between the SNPN and the separate entity owning the credentials.
5.1.2
Security threats

Weak authentication procedures may allow attackers to impersonate the UE towards the SNPN or vice versa.

Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.
5.1.3
Potential security requirements

-
The UE and SNPN shall support network access authentication procedure with credentials owned by an entity separate from the SNPN.
5.2
Key Issue #2: Provisioning of Credentials

5.2.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 

The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non-USIM credentials for SNPN and PNI-NPN. This Key Issue aims at studying the corresponding security implications related to the provisioning. For PNI-NPNs, only credentials for secondary and slice-specific authentication need to be considered. 

The UE can perform the onboarding procedure with an onboarding network, and then the UE may be remotely provisioned with the credentials by a Provisioning Server (PS). The trust relationship between the PS and the credential owners (e.g., if they are different, do the credentials need to be protected from PS owner?) should be considered.
Designing completely new protocols is not in the scope of this key issue.

5.2.2
Security threats

An unauthorized UE may be able to access PS for maliciously requiring remote provisioning service.

An unauthorized PS may be able to provide incorrect remote provisioning service to the UE.
Unprotected provisioning of credentials may cause the SNPN credentials to be obtained or manipulated.

5.2.3
Potential security requirements

The UE and the PS should be authorized for remote provisioning.

Editor’s note: The entity granting the authorization is FFS.

Credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.
Editor’s note: It is FFS whether the protection in the above requirement requires to specify a solution in the normative phase or whether it is left to the implementation. However, it is possible to study solutions for this key issue in this TR.

Editor's Note: Whether the solution covers all types of devices (e.g. MEs with limited resources not able to run certain types of security protocols) is ffs.

Editor’s note: The end points for the protection in the above requirement are FFS.

Editor's Note: User intent to authorize the provisioning is ffs. 

Editor's Note: Further requirements are ffs.

5.3
Key Issue #3: Security impacts from supporting IMS voice and IMS services in SNPNs

5.3.1
Key issue details
This key issue aims to analyse the potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 it is expected that IMS and IMS services for SNPNs will be studied.

UEs that are to be used in SNPN are currently not required to have IMS credentials. It needs to be studied especially how these UEs can authenticate with the network. This means that solutions that address UEs without IMS credentials are in the scope of this key issue.

Architectural requirement: Solutions to this key issue need to describe how the security, especially authentication, of supporting IMS voice and IMS services in SNPN is to be addressed. 

5.3.2
Security threats

If the UE and the network do not mutually authenticate, an attacker could either impersonate the network towards the UE or the UE towards the network.

5.3.3
Potential security requirements
The UE and the network shall mutually authenticate before granting access to IMS and IMS services.
5.4
Key Issue #4: Securing initial access for UE onboarding between UE and SNPN
5.4.1
Introduction
The key issue addresses the authentication and authorization aspects of UE onboarding for SNPN in key issue #4 in TR 23.700-07 [3].

TR 23.700-07 [3] is studying UE identification, support of exposure API, network selection, authentication, and authorization procedure for UE and SNPN, and architecture enhancement to enable provisioning of SNPN credentials for primary authentication and SNPN configurations into the UE to enable SNPN access.

Especially, the procedure for securing initial access for UE onboarding between UE and an SNPN via an Onboarding SNPN before the UE's SNPN credentials are provisioned is considered in this key issue. The assumption is that the UE has not been provisioned with SNPN credentials for the SNPN the UE wants to access, nor for the onboarding SNPN. The UE may be provisioned with default credentials (e.g. Default UE Credentials). As part of this key issue, it should be considered if a Default Credential Server is deployed or not.
5.4.2
Security threats
-
Unauthorized access by UEs to the onboarding SNPN may cause the resources of the onboarding SNPN to be misused or overloaded.
-
Unauthorized onboarding SNPN serving the UE may mislead the UE, e.g., deliver wrong information to the UE.

5.4.3
Potential security requirements
The 5GS shall support a procedure allowing a UE to securely access an onboarding SNPN in order to gain access to SNPN credentials provisioning server.
5.5
Key Issue #5: Roaming-related security mechanisms for SNPNs

5.5.1
Key issue details

SA2 has defined roaming architecture to support SNPN along with credentials owned by an entity separate from SNPN in [2]. It needs to be studied whether and how security mechanisms related to roaming between PLMN are applicable for the roaming scenario between SNPN and SNPN/PLMN.

In the current roaming architecture for PLMN, the use of an access token is a requirement for an NF in PLMN1 to access the services provided by an NF in PLMN2.  This key issue proposes to study how the current access token mechanism can be applied for SNPN when an NF consumer in one SNPN access the NF producer belonging to another SNPN/PLMN. 

Note: existing service authorization mechanism for PLMN roaming architecture shall be re-used as much as possible. 

5.5.2
Security threats

Without authorization in place for the roaming scenario, an unauthorized NF consumer in one SNPN can access an NF producer in another SNPN/PLMN.

5.5.3
Potential security requirements

Service authorization shall be supported for the roaming architecture between SNPN and SNPN/PLMN.

5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
***
END OF CHANGES ***
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