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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
Introduction and Actions
Many networks around the world are now implementing 5GSA networks and are encountering limitations with the roaming schemes described in TS 33.501.  This document details various roaming scenarios and recommenations for clarification of the support for multiple PLMN IDs in a SEPP and multi hop security.
3
Discussion
Many network operators around the world who are now implementing 5G Standalone Networks (5GSA) are discovering limitations with the 3GPP N32 definition.  Although the 3GPP N32 interface has been designed to be secure there is some confusion on how to implement SEPP and N32 interfaces.
The discussion resolves into three main cases:

Case 1) Serving network SEPP with 1 PLMN ID communicating via N32 with home network SEPP with 1 PLMN ID

This case is clearly defined and there are no issues.

Case 2) Serving network SEPP communicating via N32 with home network SEPP where either one or both SEPPs support multiple PLMN IDs
This use case is expected to be quite common as: some networks have more than 1 PLMN ID, some networks use different PLMN IDs for MVNOs and some group companies may use a single SEPP for many group network operators.

This case has been discussed in SA3 during the last two meetings and concluded that all current releases of 5G specifications support the ability for 1 SEPP function to have multiple PLMN IDs where each PLMN ID has its own N32 connection.  This was confirmed to GSMA in SA3 LS S3-211204.  
Action: To clarify this (and as GSMA were still not clear on this), Vodafone propose S3-211459 - CR to 33.501 R16 - Clarification on the number of PLMN ID use by SEPP over N32 (and its mirro in S3-211460 for R17) to clarify this case.
Case 3) The use of intermeadiatries for roaming
There are a range of reasons why network operators use intermiatries such as IPX providers for romaing and examples of the services used are quick roaming agreement aquistion, steering roaming traffic and protocol conversion / fixing.  
An example is romaing hubbing: Agreeing a wide range of roaming agreements takes time and expense and many current network operators will already be using roaming hubs to secure roaming agrements for 4G, 3G and 2G.  It is very normal for an operator to use a combination of direct roaming agreements and hub provided roaming agreements.  These operators may use PRINS to emulate their roaming agreements in 5G but the complexity of setting this up can be equivenlent to roaming directly with the serving network and limits the ability of the IPX to control their roaming agreements.  Aternatively the network operator may locate their SEPP in the roaming hub however this means that the roaming hub will see all the direct roaming agrements and currently these is no standardised mechanism to secure the interface between the network operator and the roaming hub.
Another example is where an internmiediatry is used for protocol conversion / fixing, This often happened due to different network setups or due to different operators using different equipment suppliers.  In this case PRINS would seam ideal, however the end party sees both the original and the fixed values which may give rise to regulatory, legal and contractial issues.  In this case, the network operator who contracts the intermeadiatry implicitly trusts the intermediatry and has contractual recourse should the wrong items be altered.

The network operator will present the intermeadiatry's identity in its IR.21 along with the security materials used to authenticate it and therefore can revoke the use of an intermediatry easily.
Proposed solution for Case 3

Vodafone notes that SA3 has not yet specified a suitable security interface for the situation where the SEPP in not directly in the operator's network and see the following multi hop model as essential to the efficient and secure working 5G roaming:




Where:

· The communication between the pSEPP 1 and the intermediatry is secured using PLMN ID 1 and PLMN ID 2 identities respectively. 

· The N32-i interface is a currently specified N32 interface.
· The link between cSEPP 1 and pSEPP 2 is proprietry and may go via other applications within the intermeadiatry as agreed with the contracting network operator.

· The hub may use its own PLMN ID for PLMN ID 3 (for instance where it has its own roaming agreements with cSEPP 2).  
· The hub may use its PLMN ID 1 for PLMN ID 3 (in this case the pSEPP 1 network operator declares this in their IR.21).
This functionality can be simply delivered using existing SEPP products as described here.  A draft CR with the changes required to add this ability is in S3-211462.
Action: Vodafone proposes that SA3 discuss, update and agree S3-211462 to implement multihop SeEPP capability.
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