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1
Decision/action requested

Update of Key Issue #2.2 related to linkability by generation of different SUCIs
2
References

[1]
3GPP TR 33.846 v0.11.0
[2]


3GPP TS 33.501: "Security architecture and procedures for 5G system"
[3]


3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application"
3
Rationale

The Key Issue #2.2 related to linkability by generation of different SUCIs, as described in clause 5.2.2.1.1.2 of 3GPP TR 33.846 [1], is based on the scenario that an attacker could gain knowledge of the SUPI of a subscriber, and then generate the associated SUCI. 
The attacker could generate valid SUCI only if he knows the home network public key associated to the subscription. For all deployment scenarios where the USIM is configured to have SUCI calculation performed by the USIM, the attacker could not retrieve the home network public key due to SA3 requirement and corresponding CT6 specification. 

Extract of clause 6.12.2 of 3GPP TS 33.501 [2]: 

If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier.

Clause 4.4.11.8 of 3GPP TS 31.102 [3]: 
The EFSUCI_Calc_Info ((Subscription Concealed Identifier Calculation Information EF), which contains protection scheme identifier and Home Network Public Key, shall not be made available to the ME when the USIM is configured to perform the SUCI calculation. 
Consequently, the linkability attack by generation of different SUCIs described for Key Issue #2 in clause 5.2.2 only applies to scenarios where the SUCI computation is to be performed by the ME. But, as currently described the key issue #2.2 is misleading since the reader could think that the attack can also apply to scenario where the SUCI is calculated by the USIM. 
This clarification is helpful for clause 7 on overall evaluation aspects of 3GPP TR 33.846 [1].
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to living document for 3GPP TR 33.846 [1].

*** START of CHANGE ***
5.2.2
Key Issue #2.2: SUCI based attacks 

5.2.2.1
Key issue details 
This key issue addresses SUCI replay attacks. 

A specific SUCI linkability attack and a DoS attack related to SUCI replay are described in the following. 
NOTE: KI#2.1 holds the related generic requirement for mitigation of linkability attacks, but this key issue holds specific requirements related to SUCI usage.
5.2.2.1.1
Linkability attack

5.2.2.1.1.1
Linkability by SUCI replay 

The SUCI can be used for a linkability attack, i.e. an attack by which it is possible to find out whether a UE observed at some location/time X is identical to a UE observed at some location/time Y. For this, an attacker records a SUCI that is used over the radio interface by a UE_A. 

As the UE uses a 5G-GUTI rather than a SUCI in most cases, the attacker may also execute an active attack, such as corrupting the 5G-GUTI when it is sent by the UE, which leads with a significant probability to an identity request, so the UE will send a SUCI subsequently in an identity response. An attacker may catch many SUCIs by this method from location/time X. 

The attacker can set up a base station at a different location and actively changes the registration request of users registering to this base station. The linkability attack works then like this: If some UE_B makes a registration request to this false base station operated as a relay by the same attacker, the attacker can modify UE_B's registration request message by exchanging the SUCI used in this request by the previously captured SUCI of UE_A or in case of 5G GUTI being used forcing the UE first to respond to an identity request and then modifying the registration request. The modified request is forwarded to the network. Note, this is possible, because UE B's first message is unsecured pre-authentication traffic. 

Subsequently, the attacker observes whether a successful AKA run is performed, and the registration request is accepted by the network. If so, then UE_ B needs to be the same as UE_A. Thus the location and time of a UE moving from one tracking area to another can be linked and may compromise the privacy of the owner of the UE.

Note that this attack cannot by mitigated by hiding only the content of the AKA response, because the attacker can detect from the subsequent messages (e.g. RRC SMC procedure, repetition of the AKA, or RRC release) whether the AKA run was successful or not. If the content of the AKA response is not hidden that could be used directly to determine the UE under attack is present. 

5.2.2.1.1.2

Linkability by generation of different SUCIs

 In contrasts to above scenario where replaying a previously captured SUCI to the network, i.e. replacing a SUCI that a UE sends to the network in some NAS message (e.g. registration request, identity response) with the previously captured SUCI, and observing whether the authentication is successful was addressed, this key issue shows that the linkability attack is also possible without SUCI replay.

This SUCI-based linkability attack does not use a previously captured SUCI but uses a SUCI generated by the attacker from a SUPI. This is possible, if an attacker has gained knowledge of the SUPI of a subscriber, e.g. by IMSI catching in 4G. Or, if an attacker wants to trace a specific person, e.g. the leader of a country or the CEO of a company, from whom the SUPI is known. This attack only applies to scenarios where the SUCI calculation is to be performed by the ME. For scenarios where the SUCI calculation is to be performed by the USIM, the home network public key is never available to the ME and cannot be retrieved by an atttacker. 
*** END of CHANGE ***

