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1
Decision/action requested

This pCR proposes a solution to detect the man-in-the-middle false base station.
2
References

[1]
3GPP TS 38.211: "NR; Physical channels and modulation”
3
Rationale

This document proposes a new solution to detect a MitM FBS, i.e. FBS + Fake UE. It is based on the link parameters between a UE and its gNB. The link parameters can be used to by gNB to verify whether a FBS is sitting in between.. 

4
Detailed proposal
pCR
***
BEGINNING OF CHANGES   ***
6.x

Solution Y: Detection of Man-in-the-Middle false base station

6.X.1
Introduction

This solution addresses the key issue #3 “Network detection of false base stations”. 

A false base station (FBS) capable of performing man-in-the-middle (MitM) attacks usually consists of two parts, i.e. a fake gNB unit and a fake UE unit. 

This solution is based on the link parameters between a UE and the gNB, i.e. UE’s SFN (system frame number). The gNB can compare the SFN it has allocated to the UE (it would be the SFN of the “fake UE” if one sits in between) and the “real” SFN that the UE has reported to determine the existence of a FBS. 
NOTE1
: It is possible to extend to other parameters used for resource allocation, for instance, the parameter “k2” as in SFN allocation.
6.X.2
Solution Details

The steps can be summarized as follows. 

1. Assuming a UE has established a connection with a real gNB through a MitM gNB. The RRC security is established, i.e. all RRC messages are protected from the FBS. 
2. In order for a UE to send a RRC message (to trigger the FBS detection), the UE requests resource from the FBS according to the current RAN procedure. Assuming the set of SFN parameters allocated by the FBS is indicated by SFN1 (system frame number, subframe number and timeslot). 
3. The UE sends a RRC message to trigger FBS detection. For simplicity, a null RRC message can be transmitted. 
4. As usual, the FBS intends to forward the RRC message to gNB. First, the FBS (or the fake UE) needs to request resource from the gNB. Assuming the gNB will allocate a set of SFN parameters, i.e. SFN2 to the Fake UE. 

NOTE2: In general, SFN2 allocatd by gNB is varied. There are total 10240, 20480 or more time slots depending on system parameters (subcarrier spacing). FBS cannot predict the value of SFN2 (i.e. FBS cannot make SFN1 allocated earlier equal to SFN2). Neither can FBS reschedule the UE with SFN1=SFN2 after receiving SFN2 (happened earlier), it will cause the scheduled slot for the fake UE wasted as the FBS can not meet the time budget once it reschedules the UE. In 
a rare case where the waiting time T for the SFN2/resoursce allocation (between the reception of Scheduling Request from a UE and sending the DCI message) tends to be fixed, the gNB can adjust T and make it appear randomly.  
5. The FBS (Fake UE) forwards the RRC message to the gNB according to the scheduled SFN2. 

6. The gNB stores SFN2 it allocated. 

7. The UE sends the SFN1 value (allocated at step 2) in a RRC message (security protected from FBS) 
8. The FBS (Fake UE) unknowingly forwards to the gNB. 

9. The gNB compares the SFN1 value with the SFN2 value stored and determine whether there is a FBS 

6.X.3
Evaluation

TBA. 
***
END OF CHANGES
***
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