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1
Decision/action requested

It is proposed to approve this new solution in TR 33.847.
2
References

3
Rationale

The contribution proposes a solution to address the following Key Issue:

- KI #4: Authorization in the UE-to-Network relay scenario
The solution describes how to support a Network Slice-Specific Authentication and Authorization (NSSAA) procedure for a Remote UE connecting via a L3 UE-to-Network relay.

.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. Note that all text is new







***
BEGIN OF CHANGES
***

6.X
Solution #X: NSSAA for Remote UE with L3 UE-to-Network relay
6.X.1
Solution overview
The contribution proposes a solution to address KI #4: Authorization in the UE-to-Network relay scenario. The solution describes how to support a Network Slice-Specific Authentication and Authorization (NSSAA) procedure for a Remote UE connecting via a L3 UE-to-Network relay.
This solution proposes to use a Network-controlled authorization of Remote UE procedure as described in sol#10 with enhancements to enable the Remote UE to perform NSSAA for a given S-NSSAI. The S-NSSAI subject to NSSAA is associated with the connectivity service requested by the Remote UE. The authentication messages for NSSAA of Remote UE are exchanged securely during or after the PC5 link establishment. Upon successful completion of NSSAA procedure by the Remote UE, the relay provides Remote UE access to the slice. 
This solution assumes that the AMF serving the relay is always able to serve the Remote UE (same as solution #10, clause 6.10.1). Moreover, the S-NSSAI associated with the connectivity service provided by the Relay is assumed to be the same for the Remote UE and Relay UE or that it can be mapped to the same S-NSSAI in the Relay serving PLMN.

6.X.2
Solution details
6.X.2.1
PC5 link establishment with L3 UE-to-Network relay to use an S-NSSAI subject to NSSAA
The procedure for PC5 link establishment with L3 UE-to-Network relay to use an S-NSSAI subject to NSSAA is depicted in Figure 6.x.2-1. 
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Figure 6.x.2.1-1: Procedure for PC5 link establishment with L3 UE-to-Network relay to use an S-NSSAI subject to NSSAA 
0. Remote UE is provisioned with authorization parameters to act as Remote UE. Relay UE is provisioned with authorization parameters to act as a Relay UE. Relay has registered for the S-NSSAI(s) associated with the services that are provided by the relay, including for the S-NSSAIs that are subject to NSSAA.

1. Remote UE and Relay perform a discovery procedure. 

2. The Remote UE determines from the configuration provided in step 0 that the relay service code/type discovered in step 1 is associated with a S-NSSAI that is subject to NSSAA (e.g., based on an indication parameter for the S-NSSAI). Based on this determination, the Remote UE sends a DCR message including a Remote UE's identity (e.g.,) and NSSAA capabilities. The Remote UE may include the requested S-NSSAI. 
Editor’s Note: whether S-NSSAI is sent by a remote UE is to be in line with SA2. 

NOTE 1: For privacy protection reasons, the Remote UE may decide whether to include the S-NSSAI in the DCR message based on a configuration parameter (e.g., Access Stratum Connection Establishment NSSAI Inclusion Mode) which may have been provided by the PLMN during a previous Registration procedure. If the S-NSSAI is not included in the DCR message, the Relay may retrieve the S-NSSAI associated with the relay service code from its configuration from step 0.

3. Upon receiving the DCR message, the Relay may determine that a network-controlled authorization based NSSAA for Remote UE is required to provide Remote UE access to the slice. The determination may be based on any of the following conditions: 

- Relay has performed NSSAA for the S-NSSAI (e.g., as performed in step 0). For example, during NSSAA procedure, S-NSSAI is marked with an indication that it is subject to NSSAA.

- Based on configuration from step 0, the service provided is associated with a particular S-NSSAI that is subject to NSSAA (e.g., based on an indication parameter for the S-NSSAI) or an indication that network-controlled authorization is required to use the relay service
.

4. Upon receiving the DCR message including a Remote UE identity (e.g., SUPI or 5G-GUTI), the relay decides to trigger a network-controlled authorization of Remote UE. The relay sends a NAS request message that includes the Remote UE id, the S-NSSAI and Remote UE's NSSAA capabilities.
Editor’s Note: procedure for network controlled authorization is to be in line with SA2.

5. The AMF checks that the relay is authorized to act as a relay and is authorized to provide access to the S-NSSAI (e.g., S-NSSAI is part of Relay's UE Allowed NSSAI). Upon successful check, the AMF decides to trigger a primary authentication of Remote UE via the relay.
6. The Remote UE performs a primary authentication procedure via the relay. Authentication messages are transported over NAS messages between the AMF and Relay. The NAS messages include an indication (e.g., Remote UE's GPSI, Remote User Id or any id provided by Remote UE in message 2) that the authentication messages are for the Remote UE. The relay forwards those messages transparently between Remote UE and AMF.
Editor’s Note: Whether Remote UE should perform a primary authentication procedure via Relay every time the Remote UE connects (or switches) to a new Relay UE is FFS (e.g., whether Remote UE can use its 5G native security context to skip primary authentication when connecting via a new Relay UE). 

7. Upon successful authentication procedure, the AMF checks with Remote UE's UDM that Remote UE is authorized to use the relay and has S-NSSAI as part of its subscription. If S-NSSAI is subject to NSSAA, AMF verifies that Remote UE supports NSSAA from the capabilities received from the Relay. AMF registers with Remote UE's UDM (including information about serving Relay) to handle further UDM subscription notifications or to handle revocation/re-authentication requests for Remote UE from AAA-S.

Following successful subscription-based authorization checks, AMF generates key material to authorize and enable secure communication between the Relay and Remote UE. The generated key material is derived from the key material generated during the primary authentication with the Remote UE. Upon successful authentication procedure, the Remote UE generates key material for securing communication with relay the same way as AMF. 

8. Upon successful completion of the authentication procedure, the AMF sends a NAS response message that includes the Remote UE id (e.g., GPSI, SUPI), the generated key material, the S-NSSAI, NSSAA status which    indicates whether NSSAA is to be performed, ongoing or successful (e.g., if initiated or performed successfully from a previous registration). If primary authentication or subscription-based authorization check fails, the NAS message indicate a failure cause (e.g., S-NSSAI not authorized).

NOTE 2: Remote UE may have performed successfully or initiated NSSAA for the S-NSSAI from a previous Registration with Relay UE's AMF or another AMF. In that case the Relay UE's AMF may retrieve the current NSSAA status from Remote UE context (as described in sol#10).

9. The relay establishes the PC5 link security with the Remote UE using the key material generated from step 7. This step is skipped in case of failure indication in message 8.

10. The relay may send an ack message to confirm the PC5 link security establishment to the AMF. AMF may trigger the NSSAA procedure upon receiving this message illustrated in Figure 6.x.2.2-1.

11. The relay sends a DCA message including indication for NSSAA status (e.g., pending, required, successful) and S-NSSAI to Remote UE. In case of failure indication in message 8, the relay sends a reject message to the Remote UE including the failure cause.

12. If NSSAA is required, a NSSAA procedure for Remote UE via Relay may be triggered by Relay as illustrated in Figure 6.x.2.2-1.

13. Upon successful completion of the NSSAA procedure, the relay sends a PC5 message (e.g., a PC5 Link Modification Request) that includes a successful NSSAA indication, the authorized S-NSSAI. If the NSSAA procedure fails, the relay may release the PC5 link indicating the failure cause. 
In the above procedure the NSSAA procedure is triggered after the relay sends the DCA message to the Remote UE. Alternatively, the NSSAA procedure may be triggered during the PC5 link establishment (e.g., NSSAA triggered after successful completion of DSMC procedure and before sending DCA to Remote UE). Upon successful NSSAA procedure, the relay sends a DCA message that includes a successful NSSAA indication and the authorized S-NSSAI. If the NSSAA fails, the relay may send a PC5 reject message indicating the failure cause.
6.X.2.2
NSSAA of Remote UE connecting via L3 UE-to-Network relay
The procedure for NSSAA of Remote UE connecting via L3 UE-to-Network relay is depicted in Figure 6.x.2.2-1. 
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Figure 6.x.2.2-1: Procedure for NSSAA of Remote UE connecting via L3 UE-to-Network relay 
1. The relay UE or the AMF may decide to trigger an NSSAA procedure for the Remote UE according to conditions as described in Figure 6.x.2.1-1 (i.e., successful completion of network controlled authorization procedure, confirmation of PC5 link security establishment from Relay
). If the procedure is triggered by AMF steps 2 and 3 are skipped. If the procedure is triggered by Relay step 8 is skipped. 

2. The Relay sends a NAS request message to the AMF that includes the Remote UE id (e.g., SUPI, GPSI) and S-NSSAI. 

3. The AMF checks that the relay is authorized to act as a relay and is authorized to provide access to the S-NSSAI (e.g., S-NSSAI is part of Relay's UE Allowed NSSAI) and that NSSAA is to be performed for Remote UE to use S-NSSAI (e.g., based on NSSAA status associated with S-NSSAI/Remote UE stored in Relay UE context). Upon successful check, the AMF decides to trigger a primary authentication of Remote UE via the relay.

4. The Remote UE performs a NSSAA procedure via the relay. Authentication messages are transported over NAS messages between the AMF and Relay. The NAS messages include an indication (e.g., Remote UE's GPSI, SUPI) to inform the Relay that authentication messages are for the Remote UE. The relay forwards those messages transparently between Remote UE and AMF. AMF may receive authorization information from AAA-S for the Remote UE to use the S-NSSAI (e.g., a time limit). 

5. Upon successful completion of the NSSAA procedure, the AMF updates the S-NSSAI status information associated with Remote UE in Relay UE context (e.g., mark S-NSSAI as Allowed for Remote UE).

6. The AMF sends a NAS message to the relay indicating the result of the NSSAA procedure, including an identity of the Remote UE, S-NSSAI and optionally authorization information associated with S-NSSAI (as provided by the AAA-S).

7. On the condition of successful NSSAA, the relay stores S-NSSAI authorization information for Remote UE.

8. The relay sends a NAS message to acknowledge message 6 from AMF.
The Relay UE proceeds with the rest of PC5 link setup with relay using S-NSSAI subject to NSSAA as illustrated in Figure 6.x.2.1-1.

Editor’s Note: AAA-S triggered slice-specific authorization revocation or re-authentication/re-authorization procedures are FFS.
6.X.3
Solution evaluation 
***
END OF CHANGES
***
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