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1
Decision/action requested

This document proposes an evaluation of Solution #7.
2
References

[1]
3GPP TR 33.839   Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC (Release 17)
3
Rationale

This document proposes an evaluation of Solution #7.
4
Detailed proposal

Begin of 1st Change

6.7.3
Solution evaluation 

The solution is based on the KAMF generated during the primary authentication. The network function that receives a registration request is querying the previous network function for authentication and the key for setting up an IPsec SA. Messages are protected with a MAC-I, which is also used to authenticate the UE. 
The AMF needs to register at the NEF and needs to provision a NEF Routing ID to the UE. To authenticate requests from the UE at the ECS, the ECS queries the AMF to verify the received MAC-I and to retrieve the KECS. The KECS is used to establish an IPsec SA between the UE and ECS.
To authenticate requests from the UE at the EES, the EES queries the ECS to verify the received MAC-I and to retrieve the KEES. The KEES is used to establish an IPsec SA between the UE and EES.

To authenticate requests from the UE at the EAS, the EAS queries the EES to verify the received MAC-I and to retrieve the KEAS. The KEAS is used to establish an IPsec SA between the UE and EAS.

The UE needs to send in all MEC registration requests the EEC ID and the MAC-I for authentication.

End of Changes

