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1
Decision/action requested

This contribution provides analysis of the best way forward for the handling of KAUSF
2
References

None
3
Rationale

3.1
Introduction 
There has been much discussion on the handling of KAUSF in both the UE and network in order to keep them aligned so procedures like SoR or UPU do not fail. The discussion has focused on when the UE and network considers the primary authentication to have been successful and hence when to replace any old KAUSF with the freshly created one. An assumption of the discussion is that the UE and network always use the latest KAUSF. The issue of KAUSF misalignment occurs when either the UE or the network has moved onto to the new KAUSF, but the other entity has not taken the new key into use.
3.2
5G AKA 

When 5G AKA is used for primary authentication, there seems to be two points that the UE can consider the authentication complete. One point is when the UE sends the Authentication Response; and the other point is when a partial security context is activated. From the network perspective there seems to be only one clear point and that is when the authentication response is successfully verified at the AUSF.

In case that the UE changes the KAUSF on sending the Authentication Response message, KAUSF misalignment will occur if the message is not received by the AMF. Here we assume that messages between network entities are reliable and that a UE that successfully checks a 64-bit MAC on the authentication challenge sends a correct authentication response to the network (after all a UE that does not pass back correct responses has bigger issues, i.e. not obtaining service at all). Hence a de-synchronisation of KAUSF will only occur if UE’s authentication response is lost at over-the-air transmission, e.g., due to bad radio condition or out-of-coverage. 
In case that the UE changes the KAUSF on receiving a successfully protected NAS SMC message, KAUSF misalignment will occur if the ng-RAN node receives the Authentication response successfully (as above we assume that messages between network entities are reliable) and the UE loses coverage before receiving that protected NAS message.  
It can be observed that in the second case above the UE needs to stay in coverage for longer to keep the KAUSF aligned. In both cases, it is trivial for an MitM attacker to cause KAUSF mis-alignment.
It can also be observed that there is no advantage for the UE to wait for activation of the partial security context to move to the new KAUSF rather than moving onto it after sending the Authentication Response if the network stores only one KAUSF.
3.3
EAP authentication 

An analysis similar to the above can be performed for the use of EAP-AKA’ (or EAP methods more generally) between using the point when the EAP Success message is received or when a partial security context is activated at the UE. In this case, there is no significant difference for changing the KAUSF at the UE. Changing KAUSF at receiving the EAP Success message will be more consistent and hence reasonable since EAP Success is possibly sent before the NAS SMC procedure. 

However, as with 5G AKA, no method of handling can be entirely reliable due to potential loss of NAS message at over-the-air transmission. 

3.4
Improving the reliability of KAUSF handling
From the above discussions, it is clear that the handling of KAUSF will not be entirely reliable when limiting the UE and network to only use the latest KAUSF. In terms of additional KAUSF, when an EAP authentication is used, the UE is always behind the network in determining the success of the current authentication. This means that it only makes sense for the network to hold at least one additional KAUSF and try an older KAUSF if the UPU or SoR message fails. Once a SoR or UPU procedure succeeds, then the network can be assured that any older KAUSF can be deleted.  
When 5G AKA is used, to align with the EAP behaviour of changing after the network, the UE would need to move onto the new KAUSF based on the activation of the partial security contexts created from the authentication run, i.e. use activation of the partial security context as the trigger to change KAUSF. Such an alignment is only an advantage if the network is willing to try older an KAUSF.
Another potential improvement on the UE side would be that the UE, when receiving a UPU or SoR message, can use the KAUSF associated with a partial context to check the security of the received message. If the security check passes for the received message, then the UE considers the KAUSF used for the check as the latest one (kept at the network) and deletes any previous ones. This is optional as it only provides a way to moving on more quickly to the new KAUSF in the case of mis-alignment of KAUSF between the UE and network.
4
Detailed proposal

This contribution makes the following proposal:
If the network is to only use the latest  KAUSF, for 5G AKA, the UE replaces KAUSF at either successful processing of the Authentication Request message or when activating a partial NAS security context; and for EAP authentication, the UE replaces the KAUSF at either receiving the EAP Success message or when activating a partial NAS security context. The choice of the method of updating KAUSF is left to UE implementation. 
If the network can store more than one KAUSF and will used an older KAUSF if the latest does not work, then the UE shall replace KAUSF at the activation of a partial security context for 5G AKA and either at reception of the EAP Success message or at the activation of a partial security context for EAP methods. Furthermore, the UE may use the KAUSF related to a partial security context to check the protection of a received SoR or UPU message. If such a security check passes then, the UE replaces its stored KAUSF.
