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1
Decision/action requested

It is proposed to approve this pCR to add the updates on KI #1.1 Key issue on integrity protection of data transferred between AF and NWDAF in TR 33.866.
2
References

[1]
3GPP TR 33.866: " Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2".

3
Rationale

This contribution proposes some clarification to the KI description. Additionally, as the interface between AF and NWDAF is already existing (but with additional service support between them), this contribution proposes to remove the term “new” from the security threat and potential security requirement.
4
Detailed proposal

*** Start of Change ***
5.1.1
Key Issue #1.1:Integrity protection of data transferred between AF and NWDAF

5.1.1.1
Key issue details
The 5GS supports the collection and utilisation of the UE data and provide it to the NWDAF as an input to generate the analytic information (to be consumed by other NF).

As per KI#8 in TR 23.700-91 [1], there is no direct interface between the UE and the NWDAF. When AF is used for the communication between the NWDAF and UE for data collection, there is a need to study the security aspects for the data provided by the UE to NWDAF via AF and vice versa. 
This key issue studies the integrity aspects on data collection and utilization of UE data in order to derive the analytics.

5.1.1.2
Security Threats

If the data shared between  AF and NWDAF is not secured, it may lead to following issue;

Data can be modified and replayed by any unauthorized parties.

5.1.1.3
Potential Requirements

Integrity and replay protection shall be supported on the  interface between AF and NWDAF for the UE data collection.

*** End of Change ***
