3GPP TSG-SA3 Meeting #102-e 
S3-210373
e-meeting, 18 - 29 January 2021










Revision of S3-20xxxx
Source:
Huawei, HiSilicon
Title:
pCR: Updates to solution #3
Document for:
Approval
Agenda Item:
5.17
1
Decision/action requested

SA3 is kindly requested to approve the proposed updates to solution #3 in TR 33.864.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This contribution proposes to sovle the two Editor’s Notes in solution #3.

Editor's Note:
It is FFS, if the SA3 solution should change the way of determining the AMF reallocation and reroute type (direct/indirect) specified in TS 23.502.
The above Editor’s Note is proposed to be removed, as SA2 has reached the following conclusion regarding the AMF reallocation for both Rel-15 and Rel-16. 
"If the security association has been established between the UE and initial AMF, to avoid a registration failure, the initial AMF shall forward the NAS message to the target AMF by executing step 7(A). "
As for Rel-17, SA2 is waiting for SA3’s conclusion. Solution #3 does not change the way of determining the ways of NAS rerouting, but aligns with SA2.  
Editor's Note: It is FFS how the solution works when the target AMF sends a NAS SMC in step 13 before initiating a primary authentication.
In step 5 of solution #3, the UE saves the old security context including Kamf that has been established with the old AMF.

In step 12, the target AMF will only send a NAS SMC if the old security context including Kamf is successfully retrieved from the old AMF. There are two cases:
Case 1: The target AMF receives Kamf from the old AMF. The target AMF selects security algorithm different than the received one from the old AMF. Then the target AMF will send a NAS SMC in step 12. The NAS SMC is integrity protected based on Kamf. According to the solution, the UE will use the saved Kamf to process the NAS SMC. 
Case 2: The target AMF receives Kamf’ and an indication of horizontal key derivation from the old AMF, where Kamf’ is the key resulted from horizontal key derivation. The target AMF will send a NAS SMC including an indication of horizontal key derivation to the UE. The UE, based on the indication, will derive Kamf’ based on the saved old Kamf, and process the NAS SMC based Kamf’.
 Therefore, this contribution proposes to remove the Editors Note.
Also, solution evaluation is proposed to be added in this contribution. 
4
Detailed proposal

*************************** Start of Change 1 **************************
6.3
Solution #3: Solving registration failure with AMF re-allocation via RAN

6.3.1
Solution Overview

The cause of registration failure issue lies in the fact that after NAS reroute via RAN to the target AMF, the UE and the target AMF may have inconsistent security contexts:

-
If the UE registers with a SUCI, then the UE and the initial AMF will establish and activate new security context before RR rerouting. After RR rerouting via RAN, the target AMF cannot obtain the new security context. Target AMF will send unprotected authentication request to the UE. UE with security activated will discard it. 


To solve this, the solution requires the UE to process the unprotected authentication request. 

-
If the UE registers with a 5G-GUTI and protects the RR with the old security context, the UE and the initial AMF may also establish and activate new security context before RR rerouting. After RR is rerouted via RAN to the target AMF, the target AMF cannot obtain the new security context. The target AMF may or may not be able to obtain the old security context. If the target AMF cannot obtain the old security context, the target will send unprotected authentication request and the UE will discard. If the target AMF can obtain the old security context, it may send a NAS protected using the old security context. The UE with the new security context, cannot process the NAS message.


To solve this, the solution also requires the UE to resume the old security context. The idea of requiring UE to resume the old security context is inspired by how UE handles handover failure specified in TS 33.501 [3], i.e. when handover fails, the UE discards the new NAS security context established in the handover and continue to use the existing security context. 

6.3.2
Solution Details

Figure 6.3.2-1 shows the security handling with AMF reallocation via RAN. 


Figure 6.3.2-1: Security handling in registration procedure with AMF re-allocation via RAN

1.
The UE sends a RR with a SUCI or a 5G-GUTI. 


If the UE has the capability to process unprotected authenticate request and resume the old security context in the case of AMF reallocation, the UE also includes an indicator indicating the capability in the RR.

NOTE:
A Rel-17 UE is required to include the indicator in the RR.

2.
If a 5G-GUTI is included in the RR and if there is connectivity between the initial AMF and the old AMF which assigned the 5G-GUTI, the initial AMF obtains the old security context from the old AMF. The old AMF may perform horizontal key derivation and send the initial AMF with the derived old security context. 

3.
The initial AMF may perform a round of primary authentication with the UE to establish new security context.

4.
The initial AMF sends a security mode command (SMC) message if decides to take into use the new security context resulted from step 3 or the derived security context from step 2.

5.
When the UE receives the SMC, the UE which includes the indicator in RR saves the old security context that has been established with the old AMF. 

6.
Then UE processes the SMC and returns a security mode complete (SMP) message.

7.
The initial AMF decides to NAS rerouting is needed based on local policy and subscription information. 

8.
If step 2 occurs, the initial AMF notifies the old AMF that the registration at the initial AMF is not successful and the old AMF acts as step 2 did not occur. 

9.
If the UE and the initial AMF have activated security (i.e. SMC in step 4 and 6 have occurred),

-
if no indictor is received in the RR (i.e. meaning the UE is Rel-15 or Rel-16), the initial AMF performs direct NAS reroute according to local policy, as specified in Clause 4.2.2.2.3 of TS 23.502 [2] (Rel-15, Rel-16). 

-
if the indictor is included in the RR, 

-
if the initial AMF decides direct NAS reroute is needed according to local policy, then the initial AMF performs direct NAS reroute as specified in option (A) in Clause 4.2.2.2.3 TS 23.502 [2];

 -
if the initial AMF decides NAS reroute via RAN is needed according to local policy, then the initial AMF sends an indication in a NAS message to the UE. The indication is to request the UE to perform the following: if an unprotected authentication request is received, the UE shall process it; if a protected NAS message is received, the UE shall resume the saved security context to process the NAS message. 


The indicator is included in the RR and the description on the indicator is in step 1. Based on the indicator, the initial AMF is aware of UE's capability to process unprotected authenticate request and resume the old security context in the case of AMF reallocation.

10.
The initial AMF reroute RR to the target AMF, if it decides RR reroute via RAN is needed.

11-12. 
After receiving the RR, if SUCI is included, the target AMF sends an unprotected authenticate request to the UE. If a 5G-GUTI is included in the RR,

-
If there is no connectivity between the target and old AMF, the target AMF sends an unprotected authenticate request to the UE. 

-
If there is connectivity between the target and the old AMF, the target AMF may fetch the old security context from the old AMF and may send a NAS message protected using the old security context. 

13.
When a NAS message is received at the UE, if the indication is received in step 7,

-
if the received NAS message is an unprotected authentication request, the UE, based on the indication received in step 7, will process the unprotected authentication request; or

-
if the received NAS message is a protected NAS message, the UE, based on the indication received in step 7, will resume the saved old security context (in step 5) to process it.  

Note:
In step 13, having UE accept unprotected authentication request does not increase security risk. 


6.3.3
Security Evaluation

The solution addresses Key Issue # 1.  
*************************** End of Change 1 **************************
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