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********** START OF 1st CHANGE **********
5.3.3.1.2.1
Key hierarchy

PC5 unicast link uses 4 different layers of keying material as shown in figure 5.3.3.1.2.1-1. 
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Figure 5.3.3.1.2.1-1: Key Hierarchy for PC5 unicast link
The different layers of keys are the following:

-
Long term credentials: These are the credentials that are provisioned into the UE(s) and form the root of the security of the PC5 unicast link. The credentials may include symmetric key(s) or public/private key pair depending on the particular use case. Authentication signalling (see clause 5.3.3.1.3.2) is exchanged between the UEs to derive the KNRP. 

-
KNRP: This is a 256-bit root key that is shared between the two entities that communicating using NR PC5 unicast link. It may be refreshed by re-running the authentication signalling using the long-term credentials. Nonces  are exchanged between the UEs and used with the KNRP to generate a KNRP-sess (the next layer of keys). KNRP may be kept even when the UEs have no active unicast communication session between them. The KNRP ID is used to identify KNRP.
-
KNRP-sess: This is the 256-bit key that is derived by UE from KNRP and is used  to protect the transfer of data between the UEs. The KNRP-sess is derived per unicast link. During activated unicast communication session between the UEs, the KNRP-sess may be refreshed by running the rekeying procedure. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KNRP-sess. The 16-bit KNRP-sess ID identifies the KNRP-sess. 

NOTE 1:
A KNRP-sess ID with a zero value indicates that no security is used and hence the UEs do not assign an all zero value of KNRP-sess ID when creating a security context.

-
NRPEK and NRPIK: The NR PC5 Encryption Key (NRPEK) and NR PC5 Integrity Key (NRPIK) are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. They are derived from KNRP-sess and are refreshed automatically every time KNRP-sess is changed. 

NOTE 2:
Whether the above keys (i.e. KNRP, KNRP-sess, NRPEK and NRPIK) are derived is based on the result of the security activation for the signalling security.
NOTE 3: KNRP is used to derive the keys for a security context for a unicast link established between a pair of UEs and could be used to derive keys for additional links established between a certain pair of UEs. The KNRP and its accompanying KNRP ID values are not part of the security context for a unicast link and do not have to be deleted after unicast link release. 
5.3.3.1.2.2
Security states

A UE may be in one of the three different security states with respect to another UE as follows:

-
Provisioned-security: This is where a UE just has its own long term keys.

-
Partial-security: This is where a UE has recently communicated with another UE and still has the KNRP that it used with the other UE, but no other derived keys.

-
Full-security: This is where a UE is actually communicating with another UE and has KNRP, and a security context per unicast link (see clause 5.3.3.1.2.0). Within a security context, the NRPEK and the chosen confidentiality algorithm may not exist if both signalling and user plane confidentiality are inactivated.

Once a UE ends its unicast communication session with another UE in Full-security state, it shall delete KNRP-sess, NRPEK, and NRPIK, the choice of algorithms and the counters, and may also delete KNRP.

********** END OF 1st CHANGE **********
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