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5.1 
1
Decision/action requested

It is proposed to clean TR 33.809 following the guidance of EditHelp.
2
References

 [1]
3GPP TS 33.809, Study on 5G security enhancement against false base stations.
3
Rationale
After SA3#101-e, TR 33.809 is sent for EditHelp, and EditHelp gave the editorial comments on the whole TR. Some of the revisions are pure editorial comments and are already accepted by ECC. This pCR proposes to modify the rest of the comments following the guidance of EditHelp.  
4
Detailed proposal

****Start of First Change ***

5.1
Key Issue #1: Security of unprotected unicast messages

…….

5.1.3
Potential Requirements

The 5G system should 
have support for protection against tampering of RRC UECapabilityInformation messages.

The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB, regardless of RRC states.

The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the NAS Reject message from the AMF.

Editor's Note: which NAS reject message is FFS.

The 5G system should have support for protection against replay of RRCResumeRequest message to avoid creating an out of synch state between the UE and the network.

The 5G system should have support for protection against tampering of RRCResumeRequest message.

Editor's Note: Requirements on other messages are FFS.

NOTE:
Since "unicast message" is a broad term, requirements in this clause have to specify which layer (RRC or NAS) and which particular messages are meant. It is so because threat and complexity of solution are more than likely to be very different for different messages.

****Start of Second Change ***

6.7.2.3
Optimization of SI verification using the other SI
5G SI is divided into minimum SI and other SI. The other SI may either be broadcast, or provided in a dedicated manner by the gNB, triggered either by the network or upon request from the UE[2]
. The authenticity verification information can be classified into the other SI. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.3-1) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.3-2). As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB. 

****Start of Third Change ***
6.12.3.9
Network sharing aspects

gNB can broadcast a list a PLMN in the SIB message, if the gNB is shared gNB, it may carry more than one PLMN ID. In this case, supposing all the PLMN support the signature based solution, there may be different method to add signature on this kind of SIB:

a) only one signature is carried, which is for verification of the first PLMN.

b) The SIB message max size is 2,976 
bit[1], so if the message allows, the SIB can carry as much as it can to verify the authenticity of the SIB. 

****Start of Fourth Change ***
6.20.2.2.1
Digital Signing Request 

The signing request allows to request for one digital signature or a set of digital signatures. 

To request a single digital signature, the request includes a single group of information elements that need to be digitally signed, such as [MIB, SIB1, SIB2, Cell_ID, Downlink_Frequency, Time_Counter]. 

To request a set of digital signatures, the request can contain a set of information element groups, each of which will be digitally signed. A set of information element group can be aggregated to reduce the size of the request. For example, if all element groups contain the same information elements except Time_Counter, they can be aggregated to, for example, [MIB, SIB1, SIB2, Cell_ID, Downlink_Frequency] | [Starting_Time_Counter, Increment_of_Counter, Number_of_Increments]. This allows a cell to use one request to obtain digital signatures for a certain period of time, e.g., an hour. 

A Time_Counter is generated based on the time of DSnF. When the first time a gNB sends to the DSnF an aggregated digital signing request, the Starting_Time_Counter is set to a known value (e.g., 0) so that the DSnF will generate the initial Time_Counter based on its local time. When the gNB sends an aggregated digital signing request for a next period of time, the Starting_Time_Counter can be set to a Time_Counter received in the response for the current period of time (e.g., set to the last Time_Counter in the current period of time). 

Editor's Note: The exact format and content of the digital signing requests are FFS. 

While MIB and SIB1 are broadcasted in high frequencies (e.g., every 40ms and 80ms respectively), their content is likely relatively static. To test this hypothesis, a few days of the MIB and SIB1 are collected from a large mobile operator. The data sets show almost all information elements in MIB and SIB1 stay static except a very few (e.g., SFN) that change. This measurement, albeit preliminary, is encouraging that MIB and SIB1 can be pre-signed. 

Some fields (e.g., cellBarred) may change frequently, e.g., during high load scenario. To accommodate such fields, at least three options can be considered: 

First, if such field is of short length (e.g.,1-bit for cellBarred), signatures can be precomputed for all possible values of such field during the window it is expected to change. For example, if cellBarred flag is to change for a certain period of time, signatures can be generated for both cellBarred=0 and cellBarred=1 for such period. A signature needs to be paired with its corresponding input value so that it can be selected properly for a given input. This results in double the number of signatures for this period. Note this option is not scalable in case multiple fields are changed.

Second, when some fields in a SIB are to change, new signatures can be requested from DSnF. Usually SIBs do not change often (e.g., unchanged for about 3 hours). In the special case (e.g., in high load), SIBs may change more frequently than usual, but the interval between changes is usually reasonable to allow UE to be paged to reacquire a new SIB. Thus, it should also allow a gNB to request new digital signatures from DSnF. 

Third, a temporarily public and private key pair and a short-live certificate (e.g., valid for an hour) can be issued by DSnF to a gNB during such circumstance to allow gNB to generate the signatures itself. This short-live certificate can be signed by the DSnF digital signing certificate, thus chained to the trust anchor. Although it is usually a CA certificate that issues another certificate, IETF is working on to allow an entity certificate (such as the DSnF certificate) to sign a short live certificate. Security risk from compromising a private key associated with a short-live certificate is minimal since it expires quickly. 

Editor's Note: how to broadcast short-lived certificate is FFS.

****Start of Fifth Change ***
6.20.2.5.4
Verification of Time Counter

To mitigate replay attacks, the freshness of the message needs to be verified. This is usually done by comparing the timer counter in the message against UE local time. If the time difference is within a tolerant window, the message is considered fresh. Otherwise, the message is considered expired. 

Such verification is simple. However, it may result in denial of service if the UE time is manipulated (e.g., clock is set to a future time). Note that time variants (e.g., time counters) in the signed messages are generated by DSnF (not by gNBs), which can be trusted to be accurate. 

If a newly received time counter fails verification, either the message is replayed, or the UE time is inaccurate (e.g., manipulated). To mitigate the potential time attacks against UE, time counters received from multiple cells can be checked.

More specifically, when the digital signature from each cell is valid but the Time Counters recently received from multiple cells fail verification, the UE checks the consistency of the Time Counters from those cells. If they are close to each other, it indicates the UE time is out of sync with the network. If the Timer Counters are inconsistent, it indicates the presence of attacker (e.g., by replaying old information). In either case, UE can select the cell with the highest time counter, since a relayed time counter will highly likely not be the latest. 

If the consistency of time counters received from multiple cells is checked, the time counter may not be checked against UE local time. This may allow to eliminate the need of time synchronization among all UEs and the network. 

In the following situations it would be beneficial for a UE to obtain a direct time indication from the DSnF: 

1)
A UE has access to too few base stations, e.g. a single base station.

2)
A UE detects multiple cells with the same PCI.

3)
A UE observes time values broadcasted by multiple base stations, but those time values are not close to each other, indicating a possible attack.

4)
A UE observes time values broadcasted by multiple base stations, the values are close to each other, but the freshness checks fail.

5)
A UE requires high security level and it requires a 100 % trusted time source, 

6)
It is the first time a UE is started, or

7)
The UE requires learning the DSnF time very quickly, i.e., without scanning all frequencies.

In the above situations, the UE should follow the subsequent (high-level) process: the UE scans looking for cells. As soon as it detects a base station with a high enough received signal strength, the UE acquires MIBs and SIBs and checks the signature. If the signature is valid, then, the following (high-level) protocol is triggered:

-
UE computes a nonce, e.g., a randomly generated 128-bit long number and sends it to the DSnF as part of a request message to the DSnF for a reference time. At the time of sending, the UE starts a timer, denoted UE_timer. The DSnF signs the received nonce and its current DSnF time (Signed_DSnF_time), and possibly other information such as any known processing time at the DSnF (e.g., time required to compute the digital signature). The DSnF sends the signed information back to the UE.

NOTE: 
For requesting and receiving a signed reference time from the DSnF, existing protocols such as NTP could be re-used. Further details can be left to stage-3.

-
The UE stops its timer upon reception of the message. The UE checks the validity of the signature and the presence of the nonce it included in the first message. If both checks are correct and the UE_timer does not reach a maximum time threshold, e.g., 40ms
., the UE uses the received reference time for further processing (as described in clause 6.20.2.5.5). If the protocol does not return a reference time, e.g., because no reply is received, the UE can then perform certain actions. As a first step, the UE can retry a number of times. If no message is received, the communication with the base station is aborted. 

This protocol should be triggered as soon as feasible before any UE related information is disclosed, for instance, the nonce could be sent together with the RRCSetupRequest or with the NAS identity response. DoS countermeasures can be incorporated to prevent an attacker from misusing this protocol to perform DoS attacks, e.g., against the DSnF.

****Start of Sixth Change ***
6.21.2.3
Certificate format:

ITU-T Recommendation X.509[25]
 certificate can be used for its flexibility, otherwise more compact certificate format such as Card Verifiable Certificate (CVC) can be considered. 

The specification should define the certificate profile.
Editor's Note: The profile of the certificate is FFS.

***END OF CHANGES***

�TRs shall be entirely informative, this means that the verbal forms "shall" or any other wording which would imply a requirement (i.e. "must", "has to", "have to" and "required to") shall be avoided in all parts of the document.


Could you please rephrase for each occurrence highlighted in the document in order to avoid the use of shall or any other wording which would imply a requirement (i.e. "has to", "have to" and "required to")?





�this bookmark does not exist in reference clause, please check and update


�Clause 6.6.7 of 3GPP Drafting rules:�For decimal and thousands separator characters, one of the following options shall be employed:�Option 1: The decimal sign shall be a comma. The thousands separator shall be a space.�Option 2: The decimal sign shall be a full-stop (period). The thousands separator shall be a comma.�The chosen option shall be used throughout the TS or TR. It is not permissible to mix the two systems in a single document.


Could you please align this document accordingly?





�"ms" is also used, could you please align in document?


�Bookmark [24] stands for IETF RFC 4082. This recommendation is not listed in reference clause. Could you please add it and check that the cross reference is correct?





