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1
Decision/action requested

Approve this contribution to add a solution in TR33.854
2
References

[1] SP-200979 New WID on Support of Unmanned Aerial Systems Connectivity, Identification, and Tracking
[2] TR23.754
3
Rationale

The contribution proposes to remove the EN “Whether a C2 Security is in 3GPP scope or outside 3GPP Scope is FFS” in the KI#7, based on the following understanding in SA2’s status: 
1. SA2 has started its normative workwith the following objectives on C2 connectivity [1]
-
specification of a control plane solution for UAV authentication and authorization for the support of Remote Identification, UAV-USS connectivity, and UAV-UAVC connectivity …
-
specification of mechanism for revocation of UAV connectivity for C2 (command and control)

2. SA2 has concluded in TR23.754 to provide C2 conncectivity in the normative work, with excerpts as follows [2]
- The procedure for the UAV to request user plane connectivity with UAVC defined in Solutions #5 …
-
Single PDU session/PDN connection for USS and UAV-C connectivity, and separate PDU sessions/PDN connections for USS and UAV-C connectivity are supported…
Observation: The UAV-UAVC connectivity shall be secured. Whether the existing mechanism can fullfil the requirement or a new mechanism is needed is subject to solution discussions.  
4
Detailed proposal
pCR
***
BEGINNING OF CHANGES  ***
5.7
Key issue #7: Security of Command and Control (C2) Communication
5.7.1
Key issue details 

The TS 22.125 [2] describes about the UAS reference model where an UAS is composed of one UAV controller and one UAV. A UAV can be controlled by a UAV controller connected via the 3GPP mobile network to perform the desired UAV operations through the command and control (C2) signaling which is an application data. Further TR 23.754 [3] clarifies in the architectural assumptions that Connectivity for Command and control of a UAV may be between the UAV and, mutually exclusively, an UAV controller (UAV-C), or a Third Party Authorized Entity (TPAE), or the UAS Service Supplier/UAS Traffic Management (USS/UTM). Therefore, C2 to a UAV may be either over UAV3 or, UAV4 or UAV9 interface. The Command and control traffic exchanged with UAV over various interfaces if not protected (Confidentiality, and integrity) will give way for the attackers to take control of the UAV operations leading to more critical outcomes such as hijacking of UAVs, tracking of UAVs, potential misoperation and accidents.  The protection of C2 traffic over the UAV radio link alone may be insufficient since the peer UAV controller may be connected via a different PLMN or a different access technology, using a different security policy for User Plane traffic (e.g., with no integrity and/or no confidentiality protection). In general, the security of the UAV controller connection may be outside the control of the MNO who provides the service to the UAV.
5.7.2
Threats

The lack of C2 communication security between UAV and other parties such as UAV-C, TPAE and USS/UTM over UAV3, UAV4 and UAV9 may let the attackers to eavesdrop and control the UAV operations thereby leading to UAV hijack and misoperations. 

As the UAV controller could be connected via a different PLMN or using a different access technology with a different security policy (e.g., with no integrity and/or no confidentiality protection) the C2 communication security with the UAV may be compromised via the UAV controller connection.
5.7.3
Potential security requirements 

The system shall protect the C2 Connectivity to ensure UAS Security.


***
END OF CHANGES
***
