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1	Decision/action requested 
It is proposed to approve the changes in TR 33.809 presented in this pCR.
2	References
[1]    3GPP TR 33.809 V0.12.1 (2020-12) “Study on 5G Security Enhancement against False Base Stations (FBS)”.
3	Rationale
Key Issue #2 in [1] concerns the protection of System Information (SI) messages.  Several solutions in [1] rely on some form of digital signature applied to these messages.
In principle, digital signature solutions could allow a UE to accept only SI messages with valid signatures, and reject any others as likely to come from a false base station.  However, any such solution requires UEs to be provisioned with keys or certificates to be able to verify signatures, and network elements to be provisioned with signing keys.  There is a significant management challenge in making sure that all keys/certificates are provisioned to all entities in a timely manner, and hence a significant risk that UEs will sometimes be unable to verify signatures even though the messages are sent by genuine gNBs.
If UEs are configured to reject any SI message without a valid signature, there is thus a significant risk of service degradation.  We are concerned that many operators would be extremely reluctant to accept this risk, and would therefore be unwilling to deploy such a mechanism.  On the other hand, if UEs are configured to accept messages even without valid signatures, then the signature mechanism has little benefit.
There is a useful middle ground, however.  This is discussed under Solution #20, but could equally apply to any signature-based solution.  It concerns cell selection.  Suppose that the UE has scanned for local cells and measured their signal strengths:
· If the UE can verify the signatures on SI messages from all of these cells, then it selects the one with the best signal strength, as usual.
· If the UE can verify the signatures on SI messages from some of these cells but not others, then it selects the one with a verifiable signature that has the best signal strength.
· If the UE cannot verify the signatures on any of the cells, then according to UE policy, one of the following two actions occurs:
(a) [Maximum security] The UE temporarily goes out of service, before eventually attempting a new scan.
(b) [Maximum availability] The UE selects the cell with the best signal strength, despite the fact that it has been unable to verify a signature on SI messages from that cell.
If policy option (b) is selected then there is no risk of accidental service degradation, so we believe that operators would be much more willing to deploy the security mechanism.  However, there is still useful protection against false base stations.  For a successful attack, a false base station cannot simply present with the best signal strength – it must also jam or interfere with all genuine cells in the area.  This would make a false base station attack harder to carry out, and easier to detect.
We propose some changes to 33.809 – under solution #20 and in the conclusion section – that bring out the value of this approach. 
4	Detailed proposal
***START OF CHANGE 1 ***
[bookmark: _Toc58311266][bookmark: _Toc59025725][bookmark: _Toc59026562][bookmark: _Toc54172158]6.20.2.5.5	Cell Selection and Reselection
Currently, cell selection and reselection are based on signal strength, i.e., the cell with the strongest signal gets selected. To prevent false base station from being selected, cell selection and reselection procedures need to be improved. More specifically, in addition to signal strength, cell selection and reselection needs to take into consideration of the authenticity and freshness of system information. 
Changes to cell selection procedures need to be decided by RAN. But here is an example of how it may work: 
UE scans the cells in all supported frequencies, record their PCIs, and measure their signal strengths. . In case a UE detects cells with conflicting PCIs, the UE should temporarily exclude these cells from the selection process and obtain a reference time indication directly from the DSnF and use this to verify the consistency of received time counters. Assume there are N cells with good signals, which are ordered based on signal strength. 
For each of the N cells: 
acquire MIB and SIBs; 
 If there is no digital signature, mark the cell as unprotected. 
If there is digital signature, verify the digital signature and time counter; 
if both digital signature and time counter are good, proceed with the cell and break; /* this is the usual case, i.e., in the absence of an attacker */
if either digital signatures or time counter is bad, mark the signature as bad and store the time counter;
go to the next cell; 
End of for loop; 
By the end of the above procedure, an authentic cell should have been selected in normal scenario. If no cell has been selected, it could be one of the following scenarios: 
a)	some digital signatures are good but their associated time counters are bad. In this case, assuming no duplicate PCIs were detected, select the cell with the good digital signature and the highest time counter. 
b)	all digital signatures are bad. In this case, the time counters become irrelevant, since they can be forged. 
c)	cells had conflicting PCIs and were temporarily excluded from the selection process. In this case, the UE may further analyse these cells and check if the signatures are valid. If so, the UE may keep the cell with the most recent system information/time and exclude the cell with older system information/time. If all remaining cells have the same PCI and the same time counter, the UE should ignore these cells.
By this stage, if no cell has been selected, it means all cells supporting digital signing have failed the signature verification or have conflicting PCIs and same time counter. The UE is left with three types of cells: 
a)	cells supporting digital signing but with bad signatures
b)	cells not support digital signing at all (no signatures) 

c)	Cells that cannot be trusted because they have conflicting PCIs and same time counter. 	Comment by Steve Babbage: We have corrected what we believe to be a formatting error – please check
Such situation is highly likely due to the tampering of the message by an attacker. However, it could also occur if the UE does not have the right certificate provisioned. Two possible actions may be taken by the UE, dependent on UE policy:
a) For maximum securityFrom the security perspective, the UE should goes temporarily out of service instead of risking the selection a faked cell. Such approach follows the security principle of failing securely, i.e., the integrity of a system should remain even availability is lost. Note this principle is widely adopted in system security design in which a system upon the detection of attacks often aborts or reboots. 
b) For maximum availability, the UE selects the cell with the best signal strength, despite the fact that it cannot verify signatures from that cell.
Editor's Note: It is FFS to discuss with RAN about the cell selection and reselection taking into consideration of security related factors. 
Editor's Note: It is FFS to determine how UE policy should be managed. 

***END OF CHANGE 1***

[bookmark: _Toc59025746][bookmark: _Toc59026583][bookmark: _Toc58311286]***START OF CHANGE 2 ***
6.20.4	Evaluation 
This solution addresses KI#2 and fulfils its potential security requirement by providing message authenticity to prevent unauthorized modification and mitigate replay of system information independently of UE state. 
This solution uses a digital signing network function (DSnF) located at core network to sign system information, allowing for proper authorization of information signing (e.g., only entity legitimately originating a message is allowed to request the signing of that particular message). For example, gNB is allowed to request the signing of SIB1, but may not sign SIB6 since the latter is a public warning message and should not be originated by a gNB. This helps to mitigate security risk in the event that an entity gets compromised. 
This solution requires UEs to be provisioned with a trust anchor (e.g., the root public key certificate of a network) to verify the authenticity of messages signed by a particular network. An operator deploying this solution can prevent its own subscribers from accepting unauthorized system information within its own network. If a roaming partner also deploys this solution and the home network operator also provisions the root public key certificate of the roaming partner network into a UE, the UE is also prevented from accepting unauthorized system information over the roaming partner's network. 
This solution requires new system information block(s) to carry a digital signature and the certificate chain used to verify the digital signature. 
This solution requires gNBs to communicate with DSnF in the core network to get static system information signed and obtain temporary keys to sign dynamic information elements (e.g., SFN). 
This solution supports incremental deployment with incremental security benefit (i.e., protecting UE against unauthorized system information) in that it can be deployed over time by an operator independently.
With this solution, or with any other digital signature based solution that protects messages sent before initial registration, there is a significant management challenge in making sure that all keys/certificates are provisioned to all entities in a timely manner. There is therefore a significant risk that UEs will sometimes be unable to verify signatures even though the messages are sent by genuine gNBs. If UEs are configured to reject any SI message without a valid signature, there is thus a significant risk of service degradation (and so operators may be reluctant to deploy such a mechanism).  On the other hand, if UEs are configured to accept messages even without valid signatures, then the signature mechanism has little benefit.
The cell selection process described in section 6.20.2.5.5 provides a useful middle ground. By (at least initially) choosing the "maximum availability" option in that section, operators can provide a worthwhile level of protection against false base stations without the risk of accidental service degradation described in the paragraph above. This approach to cell selection could equally be used with any of Solutions #7, #9, #11, #12 or #21.
Editor's Note: Further evaluation is FFS. 
Editor's Note: Different solution variants may require separate evaluation. 

***END OF CHANGE 2***

***START OF CHANGE 3 ***
[bookmark: _Toc58311333][bookmark: _Toc59025793][bookmark: _Toc59026630]7	Conclusions
Editor's Note: This clause contains the agreed conclusions.
[bookmark: _Toc58311334][bookmark: _Toc59025794][bookmark: _Toc59026631]7.1	Conclusions on Key Issue #1
Following conclusions are made on Key Issue #1 "Security of unprotected unicast messages":
-	It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
[bookmark: _Toc58311335][bookmark: _Toc59025795][bookmark: _Toc59026632]7.2	Conclusions on Key Issue #2
Following conclusions are made on Key Issue #2 " Security protection of system information ":
-	If a solution is selected based on digital signatures, then the approach to cell selection described in section 6.20.2.5.5 should be supported. 
7.6	Conclusions on Key Issue #6
Following conclusions are made on Key Issue #6 "Resistance to radio jamming":
-	It is concluded that there will be no further action for Rel-16 as it is stated in the NOTE in the key issue details.
***END OF CHANGE 3***




