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1	Decision/action requested
It is requested that SA3 approves these concluding remarks for TR 33.845
2	References
[bookmark: _Hlk25278649][1]	3GPP TS 33.845, Study on storage and transport of 5GC security parameters for ARPF authentication, v0.3.0
3	Rationale
Solutions #2, #4 and #6 for KI#2, solution #10 for KI#4 and solution #11 for KI#6 all deal with storing values (the long-term key, the OPc value and the OP value) in the UDR. Solutions #2 and #4 specifically says that the long-term key shall be stored in encrypted form, solution #2 further says that it shall be provisioned in encrypted form, and solution #10 says that the OPc value will be encrypted, although these are already both defined to be encrypted in TS 29.505 clause 5.4.2.2, Table 5.4.2.2-1. Additionally solutions #2 and #6 propose that access to the long-term key in the UDR is authorized using the resource level authorization capabilities defined for the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 in Release 16; although not mentioned by solution #10 or solution #11, the use of OAuth 2.0 tokens will also be applicable to accessing the OPc and OP values. Solutions #2 and #6 also point out that any modification of the AuthenticationSubscription data type, which includes both the long-term key and the OPc value, is limited to the sequenceNumber attribute, giving inherent protection to any modification of the values themselves.
KI#2 calls for protection against retrieval by unauthorised persons and network elements, protection against modification, and prevention of the long-term key being copied from one subscriber's authentication subscription data to another’s. Solutions #2, #4 and #6 all provide such protections, with solutions #2 and #6 also detailing the protections afforded by OAuth tokens and the AuthenticationSubscription data type. Solutions #10 and #11, apart from being the only solutions addressing KI#4 and KI#6 respectively, follow the same principles and employ similar protections.
Proposal 1: It is proposed to conclude that solution #6 be adopted to address KI#2, solution #10 be adopted to address KI#4, and solution #11 be adopted to address KI#6. 
Solutions #3, #5 and #7 for KI#3, solution #8 for KI#5, and solution #9 for KI# 7 all deal with transferring values (the long-term key, the OPc value and the OP value) over Nudr, taking advantage of the transport-level protections offered by any SBA interface. Solutions #3 and #5 say that the long-term key will be encrypted, and solution #8 says that OPc will be encrypted, although these are already both defined to be encrypted in TS 29.505 clause 5.4.2.2, Table 5.4.2.2-1. Additionally, solutions #3 and #7 propose that requesting the long-term key is authorized using the resource level authorization capabilities defined for the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 in Release 16; although not mentioned by solution #8 or solution #9, the use of OAuth 2.0 tokens will also be applicable to requesting the OPc and OP values. Additionally, solution #7 points out that any modification of the AuthenticationSubscription data type, which includes both the long-term key and the OPc value, is limited to the sequenceNumber attribute, giving inherent protection to any modification of the values themselves.
KI#3 calls for protection against eavesdropping by unauthorised persons and network elements, and for protection against modification. Solutions #3, #5 and #7 all provide such protections, with solution #7 being the only one to detail the protection against modification. Solutions #8 and #9, apart from being the only solutions addressing KI#5 and KI#7 respectively, follow the same principles and employ similar protections.
Proposal 2: It is proposed to conclude that solution #7 be adopted to address KI#3, solution #8 be adopted to address KI#5, and solution #9 be adopted to address KI#7.
The above solutions require that the UDM/ARPF stores a decryption key for each encrypted long-term key and OPc value. These decryption keys are required to be protected from retrieval by unauthorized network elements and persons, and from modification. It is recommended to achieve this requirement through the use of a Hardware Security Module (HSM) in the UDM/ARPF. Due to the importance of these decryption keys, it is further recommended to export a protected copy of them to a backup location.
Proposal 3: It is proposed to recommend the use of an HSM in the UDM/ARPF to protect the decryption keys for the long-term key and OPc values.
Proposal 4: It is proposed to recommend exporting a protected copy of the decryption keys for the long-term key and OPc values to a backup location.

4	Detailed proposal
START OF CHANGE 1
[bookmark: _Toc14183653][bookmark: _Toc56758345][bookmark: _Hlk60906138][bookmark: _Hlk60911848]8 Conclusions
Regarding the protection of the long-term key, OPc and OP when stored in the UDR, it is concluded that solutions #6, #10 and #11 be adopted as the basis for any normative work for Key Issues #2, #4 and #6 respectively.
Regarding the protection of the long-term key, OPc and OP when transferred over Nudr, it is concluded that solutions #7, #8 and #9 be adopted as the basis for any normative work for Key Issues #3, #5 and #7 respectively.
The use of a Hardware Security Module in the UDM/ARPF to provision and protect the decryption keys for the long-term key and OPc value is recommended.
Exporting a protected copy of the decryption keys for the long-term key and OPc value to a backup location is recommended.
Editor’s note: Further conclusions are needed to address KI#1, KI#8 and KI#9.
Editor's Note: Content to be added to this section
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