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Abstract: This paper describes a preconfigured group regroup and preconfigured user regroup security approach that, for every call, establishes a unique security context and protects invited users against eavesdropping from uninvited users.  Currently, there is no security solution that prevents uninvited users from monitoring the preconfigured group regroup or preconfigured user regroup communications.
There is a security issue with preconfigured group regroup and preconfigured user regroup calls when both invited and uninvited users are members of the same preconfigured group assigned to the regroup.  Uninvited users are able to generate the session key and listen to the group regroup or user regroup call.
In this proposal, a Regroup Key provides unique security partitioning for each group regroup or user regroup call and prevents uninvited users from monitoring the call.  Without implementation of this proposal, ALL MEMBERS of the preconfigured group (which may include every single radio within the mission critical system) can derive the session key and listen to the group regroup or user regroup call even though they were not invited into the call.  This proposal corrects this highly critical security shortcoming.
As defined in SA6, group regroup and user regroup use a preconfigured group for configuration and security. A preconfigured group is handled no differently than any other MC group.  As with any MC group, the preconfigured group configuration information is defined and distributed by a home GMS.  Also same as any MC group, the preconfigured group has an associated Group ID and a GMK/GMK-ID for security.  This solution proposes NO CHANGE to the SA6 defined group and preconfigured group structure, definitions, or distribution.
As defined in SA6, users are assigned to a preconfigured group in the same way as users are assigned to any other MC group.  This solution proposes NO CHANGE to the SA6 defined user assignments and user configuration profiles for a preconfigured group.  Information in a user profile provides the home GMS addressing for groups where the user maintains membership.  This solution proposes NO CHANGE to the SA6 defined user profile or the SA3 user group authorization procedure for a preconfigured group.
In fact, this solution proposes NO CHANGE to any of the SA6 defined group regroup or user regroup procedures or the SA6 defined group architecture.  This proposal simply provides a regroup key seed (RGK-SEED) in the already SA6 defined group regroup or user regroup call setup messages.  Only the invited users receive the RGK-SEED.  The RGK-SEED is then used in combination with the preconfigured GMK to produce a session regroup key (RGK).
In this proposal, when a group regroup or user regroup call is initated, the initiating user generates a random RGK-SEED and provides it in the call setup request message.  The RGK-SEED is protected during transit from those not invited into the call by using existing SA3 MC security mechanisms.  On the uplink the RGK-SEED is protected with the intiator’s CSK, and on the downlink the RGK-SEED is protected with the recepient’s CSK (unicast).  Only the invited members of the call receive the call invite and the RGK-SEED, and therefore only the invited members of the call can derive the unique session key.
Through implementation of this proposal, group regroup and user regroup communications now have a security method that provides security unique to only those users invited to a group regroup or user regroup call.
