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1
Decision/action requested

This document proposes a solution for KI#1.3.
2
References

[1]
TR 33.866 0.3.0”, Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2; (Release 17)
3
Rationale

The P-CR provides a solution for KI#1.3, allowing the DCCF to determine if an NF Service Consumer is authorized to retrieve requested data by invoking an NF service operation for data collection to one (or more) Data Producer NFs.
4
Detailed proposal

Begin of 1st Change

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	
	
	Key Issues

	
	
	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.X
	2.1
	2.2
	2.Y
	3.1
	3.2
	3.Z

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	X
	
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	
	X
	

	#X: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection 
	
	
	X
	
	
	
	
	
	
	
	


Begin of 2nd Change

6.X
Solution #X: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection
6.X.1
Introduction

This solution addresses KI#1.3, especially the threat that based on a request from a DCCF, the Messaging Framework may provide data from a NF Service Producer to a requesting NF Service Consumer, even though the NF Service Consumer is not authorized to receive this data.
6.X.2
Solution details

Currently before an NF Service Consumer invokes a service of an NF Service producer, the NF Service Consumer needs to request authorization from the NRF. The NRF determines if the NF Service Consumer is authorized to use the service of the Service Producer and provides an authorization token. The NF Service Consumer uses the authorization token in the service request to the NF Service Producer and the NF Service Producer executes the service by validating the authorization token.
The above procedure will be used when the NF Service Consumer requires the service of the DCCF for data collection. In such a case the NF Service Consumer will provide an access_token provided by the NRF in the service request to the DCCF.
NOTE:
It is assumed that the NF Service Consumer relies on the DCCF to determine the Data Producer NFs for data collection.
When the DCCF receives the request for data collection, the DCCF identifies the Data Producer NF that can provide the requested data and request authorization from the NRF to invoke the services supported by the identified Data Producers in order to retrieve the data. The issue is that in the authorization request to the NRF, the NRF will not have information on the identity of the NF Service Consumer that requested the data. It is proposed to solve the issue by allowing the DCCF to include in the authorization request to the NRF the authorization token provided by the NF Service Consumer in the service request to the DCCF. In addition, to allow the NRF to verify the identity of the service consumer it is also proposed to NF Service Consumer includes a CCA token which will be used by the NRF to verify the identity of the NF Service Consumer.
Editor's Note: Authorization aspects for MF are FFS, i.e. if MF need also be authorized to receive data.
Editor's Note:  The solution shall be re-visited after SA3 FS_eSBA_SEC SID concludes
Editor’s Note: Procedure and messages need to be aligned with SA2
The solution is shown in detail in the following section.

6.X.2.1
Detailed Procedure
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Figure 6.X.2-1: Service consumer authorization for DCCF selected Service Producers
1.
An NF service consumer (e.g. NWDAF) discovers a DCCF to retrieve data. The NF Service consumer requests authorization from an NRF by invoking an Nnrf_AccessToken_Get request including the information to identify the target NF (DCCF) and the source NF.

2.  The NRF authorizes the request and generates an access token as described in 3GPP TS 33.501

3.
The access token (access_token_nwdaf) is provided to the NF service consumer. 

4.
The NF Service Consumer initiates an NF service request to the DCCF which includes the access_token_nwdaf. The NF Service Consumer also generates a Client Credentials Assertion (CCA) token (CCA_NWDAF) as described in 3GPP TS 33.501 and includes it in the request message in order to authenticate itself towards the NRF when the request is sent via the DCCF. From NF service consumer perspective, the NF service producer is the DCCF and end point is NRF, both included in the CCA.
5.
The DCCF verifies that the access_token_nwdaf is valid and executes the service.

6.
The DCCF determines that the requested service is provided by a different NF Service Producer(s). Since the service is provided by different NF(s) the DCCF verifies that the NF Service Consumer can access (indirectly) the services provided by the identified NF Service Producer(s).
7.
The DCCF requests authorization from the NRF by invoking an Nnrf_AccessToken_Get request including the information to identify the target NF (NF Service Producer), the source NF (DCCF) and additional authorization information by including the access_token_nwdaf and the CCA_nwdaf provided by the NF Service Consumer.

For indirect communications, the DCCF may also include its own CCA, if there is SCP in between DCCF and NRF.
Editor’s Note: whether access_token_nwdaf is needed for authorizing the NF Service Consumer to access the data from NF Service Producers is FFS
8.
The NRF determines whether the DCCF and the NF Service Consumer (based on the access_token_nwdaf and CCA_nwdaf) are allowed to access the service provided by the identified NF Service Producers. 

9.
The NRF generates and provides an access token to the DCCF as described in TS 33.501.

10.
The DCCF uses the access token to initiate an NF service to the identified NF Service Producer to retrieve the data. If the DCCF determines that the service consumer is not allowed to use the service of the data producer then the DCCF does not instruct the MF to collect data from the data producer.
11.
The NF Service Producer(s) verify the access token and execute the service.
Editor’s Note: How NF Service Producer verifies the URI sent by DCCF for receiving data is FFS.
12. The NF Service Producer(s) provide requested data in the response to step 10.

13.
The DCCF forwards the provided data to the NF Service Consumer in the response to step 4.

6.X.3
Evaluation

TBD
End of Changes
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