3GPP TSG-SA3 Meeting #101-e 
draft_S3-203301-r1
e-meeting, 9th - 20th November 2020











Revision of S3-20xxxx
Source:
Ericsson
Title:
Evaluation for Solution#9 and Solution#11
Document for:
Approval

Agenda Item:
5.6
1
Decision/action requested

This contribution proposes evaluation for Solution#9 and Solution#11
2
References

[1]
draft_S3-20xxxx_33845-050-rm_r2
 [3]
3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data".
3
Rationale

Solution#11 for KI#6 and solution#9 for KI#7 in TR 33.845 [1] are related to the protection of the OP during storage in UDR and during transfer over Nudr. These solutions are based on same principle for protection of LTK and OPc proposed by solution#4 for KI#2 and solution#10 for KI#4 and solution#3 and solution#5 for KI#3 and solution#8 for KI#5 i.e. based on storage and transfer of the OP in/from UDR in encrypted form. 

However, while TS 29.505 [2] defines the storage of the LTK and OPc in encrypted form in the UDR, the storage of the OP in UDR is not currently defined. The main reason is that there should be no need to store the OP on the UDR within the authentication subscription data for each UE as normally, the ARPF can apply the same OP value to all the UEs which use the same algorithm (as identified by the corresponding algorithm identifier applied to each UE). 

It is therefore not justified to request CT4 to include the OP as part of the authentication subscription data stored in UDR. And if the OP is not stored in UDR, then there is no need to protect OP during storage in UDR nor during transfer over Nudr. 
4
Detailed proposal

It is proposed to include the following evaluation for solution#9 and solution#11 in TR 33.845 [1]. 
**** START OF CHANGES ****
7.9
Solution #9: Encrypted transfer of Milenage OP value between UDR and UDM/ARPF

7.9.1
Introduction

This solution addresses key issue #7 on "protection of Milenage OP value during transfer out of UDR".

If stored in the UDR, the Milenage OP value is always transported in encrypted form during its transfer from UDR to UDM/ARPF.

7.9.2
Solution details

If stored in the UDR, the Milenage OP value is transferred in encrypted form between UDR and UDM/ARPF. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.

Editor’s note: the encryption algorithm used and the method for the handling of the encryption/decryption key(s) is FFS.
The transfer of the encrypted Milenage OP value over the Nudr interface is protected at transport level using the security mechanisms defined in 3GPP TS 33.501 [2], clause 13.1, as any other SBA interface.

During transfer, a key identifier is associated to the encrypted Milenage OP value to enable identification of the decryption key in the UDM/ARPF.

NOTE:
The implementation of how to identify the decryption key is out of scope of 3GPP.

7.9.3
Evaluation

This solution addresses the requirements of the KI by protecting the transfer of the Milenage OP value between the UDR and the UDM/ARPF in three ways: 

-
transporting the Milenage OP value in encrypted form during its transfer from UDR to UDM/APRF, and

-
additionally, protecting the transfer of the Milenage OP value over Nudr based on secure encrypted transport mechanisms (such as HTTPS).

-
the OAuth tokens allow for the Milenage OP value to only be retrieved by the UDM/ARPF
This solution requires that the UDM/ARPF stores the decryption key. The storage of the decryption key at the UDM/ARPF is subject to the same security requirements as if the ARPF would store the Milenage OP value. That is, the decryption key is required to be protected from physical attacks and never leave the secure environment of the UDM/ARPF unprotected. This required security of the decryption key can be achieved as it is done in pre-5G networks (e.g. by using a Hardware Security Module in the UDM/ARPF). It may be desirable to export a protected copy of the decryption key to a backup location, to aid recovery if necessary.


**** NEXT CHANGE ****

7.11
Solution #11: Encrypted storage of Milenage OP value in the UDR

7.11.1
Introduction

This solution addresses key issue #6 on "protection of Milenage OP value during storage in UDR".

If the Milenage OP value is stored in the UDR, it is stored in encrypted form in the UDR. During primary authentication, the UDM/ARPF retrieves authentication subscription data for the UE which can include the Milenage OP value as stored in UDR. That is, the Milenage OP value is never provided by the UDR in clear text and there is no need for the UDR to decrypt the Milenage OP value.

At selection of the Milenage OP value an encryption key is used that is shared with the UDM/ARPF where it is decrypted during primary authentication. The selection of the Milenage OP value can be performed in the network of an operator or it can be performed at the facility where USIMs are being provisioned. 

7.11.2
Solution details

If stored in the UDR, the Milenage OP value is stored in encrypted form. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.

Editor’s note: the encryption algorithm used and the method for the handling of the encryption/decryption key(s) is FFS.
7.11.3
Evaluation

This solution addresses the requirements of the KI by protecting the Milenage OP value in one way: 

-
storing the Milenage OP value in encrypted in the UDR
This solution requires that the UDM/ARPF stores the decryption key. The storage of the decryption key at the UDM/ARPF is subject to the same security requirements as if the ARPF would store the Milenage OP value. That is, the decryption key is required to be protected from physical attacks and never leave the secure environment of the UDM/ARPF unprotected. This required security of the decryption key can be achieved as it is done in pre-5G networks (e.g. by using a Hardware Security Module in the UDM/ARPF). It may be desirable to export a protected copy of the decryption key to a backup location, to aid recovery if necessary.

**** END OF CHANGES ****

