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Decision/action requested

This contribution proposes evaluation for Solution#1
2
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Rationale

Solution#1 in TR 33.845 [1] proposes that the isolation of authentication subscription data from subscription data can be based on existing capabilities defined by 3GPP TSs without the need for any additional specification work.

The resource-based authorization introduced to the OAuth 2.0 authorization framework during release 16 ensures that the access to the authentication subscription data is limited to UDM only.
Authentication subscription data can be additionally compartmentalized from subscription data as described in 3GPP TS 29.500 [2] and 3GPP TS 29.505 [3].

4
Detailed proposal

It is proposed to include the following evaluation for solution#1 in TR 33.845 [1]. 
**** START OF CHANGES ****
7.1
Solution 1: Authorization and Isolation of Authentication Data using existing techniques.

7.1.1
Introduction

This solution addresses key issue 1 on "Separation of authentication subscription data from subscription data". 
The solution proposes the use of a UDR dedicated for subscription data and further isolation of the authentication data within this UDR based on internal implementation techniques. 

This solution is based on capabilities defined or planned to already to be defined in 3GPP TSs and does not require any additional specification work.

7.1.2
Solution details

As defined in 3GPP TS 23.501 [10] the UDR is located in the same PLMN as the NF service consumers storing in and retrieving data from it using Nudr. This is, Nudr is an intra-PLMN interface. 

The only NF service consumers that are defined to use UDR as per 3GPP TS 23.502 [13] are UDM (for subscription data), PCF (for policy subscription data), NEF (for exposure and application data) and NRF/SCP (for NF Group ID mapping data). It is possible however that multiple UDRs are deployed in the network, each of which can accommodate different data sets or subsets, (e.g. subscription data, subscription policy data, data for exposure, application data) and/or serve different sets of NFs. This is, it is possible to deploy a UDR dedicated to store subscription data used and accessed only by UDM. In this case, the UDR profile stored in the NRF can indicate that ONLY UDM NFs are authorized to discover UDR instances storing subscription data (i.e. NF consumers other than UDM will not be able to discover UDR instances handling subscription data nor authentication subscription data).

Even in the case where the same UDR is deployed to support storage of data for multiple NF consumers (e.g. UDM, PCF and NEF), UDR can authorize the access of specific data resources for specific operations (e.g. read, modify) on a per NF type basis using the OAuth 2.0 based Authorization Framework defined in 3GPP 33.501 [2] for Release 16. 

The OAuth 2.0 based authorization framework defined in 3GPP 33.501 [2] is being enhanced in Release 16 to support the generation and validation of authorization tokens including authorization not only at service level but also to service operation and resource level. This allows the possibility to generate OAuth 2.0 tokens to retrieve AuthenticationSubscription data ONLY to UDM NF type of service consumers.    

Finally, based on implementation-specific means, it is possible that the storage of the AuthenticationSubscription data resources within a UDR NF instance are managed in specific storage resources within the UDR NF instance as described in 3GPP TS 29.500 [12] and 3GPP TS 29.505 [11]. This can allow that the security parameters defined within the AuthenticationSubscription data type could be isolated from the rest of storage resources used for storing other subscription profile information within the UDR NF instance not only from a traffic reference point (i.e. via Nudr) but also from Provisioning and OAM interfaces. 

7.1.3
Evaluation

This solution proposes that the isolation of authentication subscription data from subscription data can be based on existing capabilities defined by 3GPP TSs without the need for any additional specification work.

The resource-based authorization introduced to the OAuth 2.0 authorization framework during release 16 ensures that the access to the authentication subscription data can be limited.
Authentication subscription data can be additionally compartmentalized from subscription data as described in 3GPP TS 29.500 [12] and 3GPP TS 29.505 [11].

**** END OF CHANGES ****

