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1
Decision/action requested

It is requested to approve this solution for KI#2 in TR 33.862.
2
References

[1]
3GPP TR 23.700-24: "Study on support of the 5GMSG Service ".
3
Rationale

This contribution is proposed to address the security requirement for the Authentication and Authorization between 5GMSGS UE client and MSGin5G server in key issue#2. This solution proposes to reuse the secondary authentication procedure for the authentication between the 5GMSGS Client and the MSGin5G server.
4
Detailed proposal
*******Start of 1st Change********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.700-24: "Study on support of the 5GMSG Service (Release 17)".
[xx]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
*******Start of 2nd Change********
6.X
Solution #X: Authentication and authorization between 5GMSGS UE client and MSGin5G server using secondary authentication
6.X.1
Solution overview

This solution addresses the security requirement for the Authentication and Authorization between 5GMSGS UE client and MSGin5G server in key issue #2.
This solution proposes to reuse the secondary authentication procedure for the authentication between the 5GMSGS Client and the MSGin5G server as specified in TS 33.501 [xx].   

6.X.2
Solution details
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Figure 6.X.2-1: Authentication/Authorization framework for 5GMSGS UE client and MSGin5G servers using secondary authentication
1. The UE registers to the network and perform the primary authentication procedure. 
2. When the UE triggers the MSGin5G service it sends the PDU session establishment request to the AMF to setup the PDU session for the MSGF. 
3-6. The following steps 3, 4, 5, 6 are the same as in clause 11.1.2 of TS 33.501[xx]. The secondary authentication procedure is performed. The SMF should trigger EAP Authentication procedure and perform the role of the EAP Authenticator. The MSGF is the EAP server (AAA) of the DN. 

7-8. After the successful completion of the secondary authentication procedure, the MSGF sends EAP Success message to the SMF including the registration response.

9. The SMF sends a Namf_Communication_N1N2MessageTransfer to the AMF with the EAP success message.

10. The AMF forwards PDU Session Establishment Response message along with EAP Success.
6.X.3
Solution evaluation

TBD 
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