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1
Decision/action requested

This contribution proposes a new solution for how the Remote UE and the UE-to-network relay finds out the AF for key management for PC5 communication in the commercial case.
2
References

 [1]
3GPP TR 33.847 "Study on Security Aspects of Enhancement for Proximity Based Services in 5GS"
3
Rationale

This solution describes for commercial services how the Remote UE and the UE-to-network relay finds out the AF for key management for PC5 communication between Remote UE and the UE-to-network relay.
4
Detailed proposal

It is proposed to add a new solution to the study in [1].

**** START OF CHANGES ****
6.Y
Solution #Y: AF for key management in PC5 communication
6.Y.1
Introduction

This solution describes how the Remote UE and the UE-to-network relay finds out the address of the common key management server (AF) to be able to communicate over PC5 interface. This solution addresses key issue#4.

This solution is for commercial services. The Remote UE and the UE-to-network Relay have no knowledge of each other beforehand. 

6.Y.2
Solution details

In this solution the Remote UE has an AF (AF-1) in it’s home PLMN for ProSe key management. The UE-to-network relay has an AF (AF-2) in its home PLMN for ProSe key management. These two AF’s (AF-1 and AF-2) can be located in the same or different PLMN’s and can communicate with each other.

The Remote UE receives the address of the AF in its home PLMN (AF-1(Remote UE)) from the home 5GDNNMF of the Remote UE. The UE-to-network Relay receives the address of the AF in its home PLMN (AF-2(UE-to-network relay)) from the home 5GDNNMF of the UE-to-network relay.

When the Remote UE has discovered a UE-to-network relay in its vicinity, it either sends the address of the AF-1(Remote UE) explicitly on the PC5 interface or includes the address of the AF-1(Remote UE) into the Remote UE info (described in solution #6 in TR 23.752 [xx]) sent on PC5 interface to the UE-to-network relay. 

The UE-to-network relay contacts the AF-1(Remote UE) via the AF-2(UE-to-network relay) (as described in Option 1 in Figure 6.Y.2.-1) or the UE-to-network relay contacts the AF-1(Remote UE) directly (as described in Option 2 in Figure 6.Y.2-2).

A third option could be that the UE-to-network relay uses the Remote UE info to query the AF-1(Remote UE) address from its 5GDDNMF in it’s home PLMN. The third option is not described below in the signaling flow.
Editor’s note: How this solution would work when Remote UE is out of 3GPP coverage is FFS. 
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Figure 6.Y.2-1: AF for key management in PC5 communication
Step 0) The Remote UE contacts the 5GDNNMF in it’s home PLMN to retrieve the address of the AF-1(Remote UE) used for ProSe key management located in its home PLMN.
The UE-to-network Relay contacts the 5GDNNMF in it’s home PLMN to retrieve the address of the AF-2 (UE-to-network Relay) used for ProSe key management located in its home PLMN.
Step 1) The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.
Editor’s note: its FFS how the Remote UE retrieves the discovery keys in advance for commercial services.  
Step 2) The Remote UE establishes a secure connection with the AF-1 (Remote UE) server.
Editor’s note: How to protect the UE - AF-1 (Remote UE) interface is FFS. This is similar to protection of PC3 interface if its via user plane.
Step 3a) The Remote UE contacts the AF-1(Remote UE) by initiating a Key Request message for PC5 communication including the Relay Service Code.

Step 3b) The AF-1(Remote UE) generates the Key for PC5 communication and provides it in the Key Response message together with a Key ID to the Remote UE. 

Step 4) The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.

Editor’s note: its FFS how the UE-to-network relay retrieves the discovery keys in advance for commercial services.  
Step 5) The UE-to-network relay discovery is taken place on PC5 interface using either model A or model B discovery.
Step 6) The Remote UE sends a Direct Communication Request on PC5 interface. The Remote UE includes the address of the AF-1(Remote UE) and the Key ID received from the AF-1 (Remote UE) together with the Relay Service Code and Key ID. 
When the Remote UE discovers a UE-to-network relay in its vicinity, it can either send the address of the AF-1(Remote UE) explicitly on the PC5 interface or it can include the address of the AF-1(Remote UE) into the Remote UE info (described in solution #6 in TR 23.752 [xx]) sent on PC5 interface, to the UE-to-network relay. 
Editor’s note: The privacy of the address of the AF-1(Remote UE) sent over PC5 interface needs to be considered.
A third option could be that the UE-to-network relay uses the Remote UE info to query the AF-1(Remote UE) address from its 5GDDNMF in it’s home PLMN. The third option is not described below.
Option 1:

Step 7) The UE-to-network Relay contacts the AF-2(UE-to-network Relay) and includes the address of the AF-1(Remote UE) in the Key Request message for PC5 communication including the Key ID.

Step 8) The AF-2(UE-to-network Relay) contacts the AF-1(Remote UE) and forwards the Key Request message.
Editor’s note: In Option 1, the communication between AF-1(Remote UE) and AF-2(UE-to-network Relay) is out of 3GPP scope.
Step 9) The AF-1(Remote UE) includes the Key for PC5 communication identified by Key ID in the Key Response message to the AF-2(Remote UE). 

Step 10) The AF-2(UE-to-network Relay) forwards the Key Response message to the UE-to-network Relay.

Option 2:

Step 7a) The UE-to-network Relay uses the address of the AF-1(Remote UE) and contacts directly the AF-1(Remote UE) by initiating a Key Request message for PC5 communication including the Key ID.
Editor’s note: In Option2, further details needs to be added to the solution. The Remote UE needs to provide its Remote UE ID to the UE-to-network Relay in order for the UE-to-network Relay to provide its own ID and the Remote UE ID to the AF-1(Remote UE). The AF-1(Remote UE)  needs to authenticate the UE-to-network Relay and check whether the Remote UE and the UE-to-network Relay are allowed to communicate with each other. 

Step 7b) The AF-1(Remote UE) includes the Key for PC5 communication identified by Key ID in the Key Response message to the UE-to-network Relay. 

Option 1 and Option 2:

Editor’s note: The details of the security establishment (e.g. DSMC) between steps 6-10 are FFS. 
Step 11) the UE-to-network Relay responds with a Direct Communication Accept on PC5.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END OF CHANGES ****
_1666520892.vsd
Remote UE


UE-to-NW Relay


5GDNNMF of Remote UE


AF-1 (Remote UE)


0. Fetch address of AF-1 (Remote UE)


3a. Key request for PC5 communication


5. Discovery (Model A or Model B)


5GDNNMF of Relay UE


6. Direct comm req (address of AF-1(Remote UE), Key ID)


AF-2 (UE-to-network relay)


3b. Key response for PC5 communication (Key ID, Key)


0. Fetch address of AF-2 (UE-to-network relay)


7. Key request for PC5 communication (Key ID, address of the AF-1(Remote UE))


8. Key resp (Key ID)


9. Key request (Key)


10. Key response for PC5 communication (Key)


11. Direct comm accept


7a. Key request for PC5 communication (Key ID)


7b. Key response for PC5 communication (Key)


Option 1


Option 2


1. The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.


4. The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.


2. Establish secure connection with AF-1 (Remote UE)



