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1
Decision/action requested

This pCR proposes a high-level solution framework for Key Issue #4 (Securing initial access for UE onboarding between UE and SNPN) in TR 33.857
2
References

 [1]
S3-202716 - Draft TR 33.857 v020 
3
Rationale

Key Issue #4 in [1] is about how to secure the initial access for UE onboarding between the UE and the SNPN. This document proposes a high-level solution framework for securing initial access using primary authentication.

4
Detailed proposal

SA3 is kindly requested to approve the below pCR.

*************** Start changes ****************
6.Y
Solution #Y: Securing initial access by using primary authentication
6.Y.1
Introduction

This solution addresses key issue #4 (Securing initial access for UE onboarding between UE and SNPN).
This solution describes a high-level framework for securing the initial access over the onboarding network (ON) by using primary authentication. Once the initial access is established, the UE uses this access to communicate with the provisioning server to receive the necessary SNPN credentials. The actual provisioning mechanisms are outside the scope of this solution.
6.Y.2
Solution details
In this solution, it is assumed that the UE is provisioned with the necessary credentials (including Unique UE Identifier, Default UE credentials) by the Default Credential Server (DCS) so that the primary authentication can be performed between the UE and onboarding network/DCS. The actual method/processes used to configure this information in the UE is outside the scope of this solution.
The following call-flow shows the entities and the high-level steps involved in the UE onboarding.  
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Figure 6.Y.2.-1: Securing initial access for UE onboarding by re-using 5GS primary authentication
0) The UE is pre-configured by the DCS with the necessary information (e.g., Unique UE Identifier, Default UE credentials) for the UE to register with an onboarding network (ON). In case AKA based credentials are used, they shall be stored on the UICC. In case of non-AKA credentials, the storage and handling of these non-AKA credentials within the UE are not in the scope of this solution. The UE is not configured with any SNPN credentials.
1) UE discovers and performs onboarding network selection.

2)  UE sends the Registration Request to the onboarding network. The request includes the UE identifier. In case of AKA based credentials, UE identifier is set to the SUCI as specified in TS 33.501 [2]. In case of non-AKA based credentials, the UE identifier shall be in NAI format, in which case UE identifier privacy, if required, is provided by the selected EAP authentication method.
3) Based on the received UE identifier, the ON selects the authentication method, which can be either AKA-based (5G AKA or EAP-AKA’) or non-AKA-based (e.g., EAP-TLS or EAP-TTLS). In case of non-AKA based method, the selected EAP method shall be key-generating EAP method that provides mutual authentication.
Editor’s Note: How the ON selects the authentication method is FFS.
4) The ON interacts with the DCS in order to perform primary authentication. Once the primary authentication is successful, the UE and the ON end up establishing KAUSF, from which the rest of the keys in the 5GS key hierarchy are derived as specified in TS 33.501 [2]. At the end of this step, in case UE subscriber privacy is in force, the DCS also provides the UE’s SUPI (i.e., UE permanent identifier) to the ON.
Editor’s Note: How to establish the KAUSF between UE and ON is FFS.
5) NAS SMC is performed between the UE and the ON, establishing NAS security.
6) After the successful NAS SMC, ON sends Registration Accept to the UE.

7) The UE is now ready to securely access the Provisioning Server. The Provisioning Server securely provisions the SNPN credentials. The provisioning of SNPN credentials may be Control Plane based or User Plane based. The actual provisioning method or protocol is outside the scope of this solution.
8) Once the provisioning of SNPN credentials is completed, the UE de-registers from the ON.

9) Using the provisioned SNPN credentials, the UE is now ready to register to the SNPN.
6.Y.3
System impact
Though this solution reuses the existing 5GS security mechanisms specified in TS 33.501 [2], enhancements to 5GS are needed so that the 5GC (as an onboarding network) can interface with the DCS in order to perform primary authentication. The conclusion(s) from Key Issue #1 can be reused for these enhancements such that the DCS is the external entity that hosts the credentials used for primary authentication necessary for the initial access.
6.Y.4
Evaluation
Editor’s Note: In this solution, UE’s SUPI is always made available to the ON. The security implications of disclosing the SUPI to the ON is FFS

TBD. 
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